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ABSTRACT 
 
Recent literature has identified that research in behavioral aspects of information systems 
security suggests organization culture as an important aspect of creating good security practices 
in an organization and instilling security principles in minds of employees. However, there are 
three key areas that must be considered when creating a secure information system: technical, 
formal and informal systems. Therefore, with much of the literature focusing on the technical 
and formal systems but, this paper explores only the literature aimed at the informal system. 
Moreover, the goal of this paper is to explore theories and empirical studies about ICT 
administration and information systems security (ISS) to discover common denominators and 
best practices for organizations in regards to the softer side of security. The most commonly used 
theories in the behavioral aspects of ISS are theory of reasoned action, deterrence theory, social 
bond theory, social learning theory, and theory of planned behavior. The emerging themes need 
more attention from organizations in regards to the human element and ISS that are organization 
culture, training/awareness, and internal controls. Now a day, in construction industry an 
importance of behavioral information system is vital, as conventionally known that most of 
construction projects relies on labor intensive works as well as supported by ICT administration 
aliened with a management framework, which has to coordinate stakeholders in the sector such 
as many professional, construction and supplier organizations whose random involvement 
resolve change through the track of the project. However, the disintegration and enthusiasm of 
this process and the need to integrate a wide range of occupational cultures cause to be 
construction one of the most complex projects based industries in which to apply good 
information construction technology administration (ICTA) practices. Here, in this paper, it is 
challenged to address this shortfall by providing an informative exploration into how modern 
construction organizations manage computer misuse/abuse, the various aspects of ICTA that 
leads to pinpoint on the real practices exhibited construction industry; As well as holding up a 
mirror to current practice in the empirical site called the Addis Ababa City Road Authority 
(AACRA), it is also attempted to cast a critical views pinpointed on current approaches to 
administrating ICT in the construction industry. Moreover, this paper is focused on the current 
practice and policy of the above company, which is conducted and evaluated followed by gap 
identification. For this task, interview is conducted at ICT directorate responsible persons and 
employees of the company. Afterwards, the gaps are identified and company’s maturity level 
regards to ICT administration is identified. Finally, improvement recommendations are put 
forwarded to grow up the maturity level of the company and hopefully to fill the gaps regards to 
ICT policy. Therefore, the research in behavioral aspects of information systems security 
suggests organization culture as an important aspect of creating good security practices in an 
organization and instilling security principles in minds of employees. 
 
Keywords– Information systems security, security governance, deterrence theory, theory of 
anomie, behavioral aspects 
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1.0. INTRODUCTION. 
1.1. Executive Summery 
In relation to values of individuals model that technical, & organizational (formal & informal) 
oriented models emphasize specific problem selection, tool selection & knowledge acquisition 
about the tool to solve any problem arises from behavioral aspects of information systems 
security governance frameworks, however  that also offer different prescriptions for 
implementing security controls. Specially, the technically oriented models emphasize specific 
problem selection, tool selection and knowledge acquisition about the tool to solve any problem. 
Nevertheless, a review of the research shows over-dependency of the organizations on the 
availability of technical tools to manage security problems. In addition, the socio-
organizationally oriented models, on the other hand, emphasize the need for managing formal 
security policies development processes, management of individuals and creating an 
environment to facilitate the security management. Hence, both socio organizational and 
technical orientation is required for overall security of the organization. Meanwhile, the 
challenge lies in prioritizing the objectives and allocating adequate resources for the fulfillment 
of both types of objectives. 
The goal of this independent project was to present an in-depth review of various information 
systems security governance approaches in literature. In the beginning of the chapter, the 
research literature was divided into two distinct streams: technically oriented governance models 
and socio-organizationally oriented governance models. The assumptions and differences 
between the two approaches have been established. Having identified the potential benefits and 
drawbacks of using governance models from both the perspectives, this chapter discussed 
various noticeable gaps in the research of information systems security governance. The 
discussion section suggested a gap in the research in the area of developing theoretically 
grounded value based information systems security governance objectives. This gap will be 
addressed in this research. The following chapter outlines a theoretical basis that helps in 
developing value based governance objectives for information systems security. The 
assumptions of the theory will be explained followed by a brief review of use of values in 
information systems research and information systems security research. The methodology to 
develop the objectives would be discussed and substantiated. 
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1.2. General Background of the Study 
The research in behavioral aspects of information systems security suggests organization culture 
as an important aspect of creating good security practices in an organization and instilling 
security principles in minds of employees. An Organizational Growth & Development which 
leads to an Advanced information communication technology administration and an Industrial 
Relations that advocates an importance's of behavioral information system security in developing 
and molding organization. However, an organization and the ICT relation is a major problems in 
today's organizations due to uncertainties that are related with how to maximize the efforts and 
contribution of ICT professionals. Hence, the conflict between needs of ICT administration and 
organizational objectives has been of major concern of this paper to deal with the fact that " 
practice do not always follow theory", of course: more, deemed too critical and beheaded by 
order of King Henry VIII, while Machiavelli the realist managed to die peacefully in his bed. 
The management of an organization should be concerned to develop informational 
characteristics and introduce operating effectiveness among its members. However, to 
understand the problems of an organization a thorough study of behavior of an individual is 
essential. Then, it is important to understand systematically and structurally that specific  
behavior aspects of an individual as well as individual difference and characteristics of an 
individual such as personality, perception, attitude etc that begins when our life starts and soon 
after the birth, person is affected by his surrounding environment. Specially, an importance of 
behavioral aspects of information system security begins from the primary value of a behavior 
lies in its ability to make management aware of the state of employee's perceptions; attitudes and 
preferences and how these may change overtime. 
In much the same way preventive maintenance and monitoring the condition of mechanical 
operations can minimize unexpected breakdowns and their associated costs. However, planning 
& decision making; organizing; leading; & controlling those of informational; financial; 
physical; & human resources management in relation to monitoring the state of human elements 
can minimize unexpected cost of employees' dissatisfaction such as employee-turnover; 
absenteeism; and counterproductive behavior. 
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Therefore, behavioral information system resolves this informational, personal, financial & 
physical resource management development related problems by gathering an information, on 
employee's attitude and preferences before computer misuse/abuse & inconsistency in relation to 
ISS procedure occurs. This information allows management to be more effective to cope with the 
ICT administration problem, deterrence of ICT risks, personal intentions of inconsistency with 
ISS procedures' in relation to cost of turnover, absenteeism and counterproductive behavior. The 
other value of behavioral information system is that it gives the management ability to logically 
and systematically analyze problems and suggest appropriate solutions. However, this paper do 
not go further through formal and technical issues but only deals with informal issues that seen 
as first step indicated towards of better utilization of the behavioral aspects of ISS governance 
elements, which is addressed for all scarce & precious resources management conceptualization 
at head office as well as at project offices level to distinguish the ICT elements and to understand 
how both the mechanical operations and human factors that can effect organizational 
performance; achievement; & mutual satisfaction related with time; cost; safety; quality; etc.  
In addition, the relationship between employee attitudes are determined by job performance in 
terms of their individual performances for certain types of jobs and the extent to which their 
perceptions of organizational as well as job characteristics are in agreement with their 
performances. Generally, the greater the extent of agreement, the more positive the employee's 
attitude towards his/her job. However, the existence of positive attitudes does not guarantee job 
performance; employees’ skills relevant to the job must be also presented. Moreover, to these 
employee related factors are the mechanical factors such as the extent of mechanization of the 
job, project management system, computer aided pavement design & defect detectors, office 
automation, required procedures of company, and other ICT administration related job features, 
etc, which inhibit to facilitate job performance in construction companies. 
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1.3. STATEMENT OF THE STUDY 
Most of the time, the discipline and practice of technical, socio organizational & behavioral 
aspects of information system security governance values in relation to  ICT administration 
program don't aligned with company business as planning & decision making as well as 
organizing, leading & controlling an informational, financial, personnel & physical resource 
management in specific organizational environment that has evolved and developed into 
different areas of an organization. However, these discipline and practices have gone through a 
process of trial and error, including  an efforts of theory building and various concepts testing 
made by managers &/or academics.  
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1.4. OBJECTIVES OF THE STUDY 
1.4.1. General Objectives of the Study:  
 
To evaluate theories, concept & models of technical, socio organizational & values of 
individuals in organizational research in relation to current information system security  
governance practices alignment in Ethiopia road construction  industry, in the case of Addis 
Ababa City Road Authority called (AACRA), as common factors affecting an integrated 
information system security governance in terms of improving organizational culture & instilling 
security awareness in employees mind.  
1.4.2. Specific Objectives of the Study: 
I.)  To explore relevant theories & empirical studies 
II.) To evaluate the importance of "Behavioral aspects of Information System security in relation 
to scarce resource utilization & speedy project completion objectives, in the context of Addis 
Ababa City  road construction Authority . 
III.) To evaluate company maturity level; gaps & shortfalls that observed in empirical site & 
specially to recommend conventional ways to improve current traditional approaches.  
IV.) To explain how mechanical & human factors can effect an organizational performance, 
achievement & mutual satisfaction as well as recommend ways to improve current ICT 
development policy alignment with organizational business such as planning & decision making; 
organizing; leading; & controlling of informational, financial, physical, & human resource 
management approaches.  
V.) To discover common denominators & best practices in regards to the other side of 
employee's job performance & confidentiality issues.  
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Therefore, the researcher of this independent project showed his enthusiasm to recommend ways 
to improve current ICT administration practices  in Addis Ababa City Road Authority (AACRA) 
& promote  an importance of shared values in relation to "Behavioral  aspects of Information 
System security" (such as: threat prevention, compliance with ISS confidentiality, appropriate 
studies of ISS  studies conducted in relation to values of individuals realization & injecting 
training needed for good ISS governance). Also, the researcher believe that  in developing and 
molding  organizational objectives, it is possible to avoid gaps & shortfalls. Hence,  in  the 
Ethiopia road construction industry context that integrated behavioral aspects of information 
system security governance also enhances' maturity level of an empirical site called AACRA's, 
in the case of Ethiopia Construction Industry. Nevertheless, this independent project is 
committed to make comparison between current trends of the ICT administration  approaches in 
empirical site & behavioral aspects of information system security governance conventions in 
relation to  its own organizational values, policy and practical trends, in  the case of Addis Ababa 
City Road Authority (AACRA) that compared with values of individuals, technical & socio 
organizational models and to recommend conventional ways to close gaps, avoid short falls  
improve maturity levels of AACRA & changes' traditional approaches  exhibited in empirical 
site .   
Therefore, the goal of this paper was to explore contemporary definitions, theories, concepts, & 
model on value of individuals in relation to comprehensive behavioral aspects of information 
system security governance frameworks that adhered technical & socio organizational model 
perspectives (i.e. formal & informal frame works), which deals about deterrence theory, 
compliance & noncompliance theory, etc addressed in appropriate studies of  organizational 
values researches & training/ awareness's. Finally, it pinpoints on ICT risks deterrence that arises 
from values of individuals, technical as well as socio organizational perspectives that are known 
as determinant factors of computer misuse/abuse model & comprehensive empirical studies 
conducted on  compliance & noncompliance of behavioral aspects of information systems 
security governance that were applied to discover common denominators and best practices in 
organizations in regards to establishing the softer side of employee's job performance and 
confidentiality issues such as  an evaluation of how mechanical causes and human factors  can  
effect an employee's performance.  
 
Importance of Behavioral Information System Security in Construction Company 2016 
 
Project Submitted By: Yohannes Ergete Tadesse; (For Fulfillments of Post Graduate Program in CoTM & civil Eg. )  Page 7 
             
 
1.5. SCOPE OF THE STUDY 
The scope of the reviewed study were provoked  an importance of organizational value research 
in relation to technical, socio organizational ( formal & informal) & behavioral aspects of 
information system security lessons considered for development of good organizational culture 
& instilling awareness' in employees mind, in the case of the Addis Ababa City Road Authority 
(AACRA) become common dominator of  ICT administration objectives  to be aligned with 
company business policy as well as the national ICT network security & economy development 
goals of the country, in context of Ethiopia construction industry. Therefore, the researcher of 
this independent proposed a theory of organizational values research methodology that aligned 
with holistic values of individuals  & integrated with the technical & socio organizational models 
addressed in relevant theories, perspectives & frameworks become a means to end & to close 
gaps in literature in avoiding undesired shortfalls & facilitated to exhibit a big picture of 
behavioral information systems security governance research works in  holistically & integrated 
manners. 
 Finally, the researcher of this independent project believes that, all scholars in their  theories  
suggested that deviant behavior in a group setting arises from organizational values, however 
technical & socio organizational perspectives researches has their own gaps due to complicated 
& sophisticated issues in ICT programs were more of theoretical & difficult to apply in real 
world to realize those  internal & external controls concepts & to deals with operational 
expectations such as cultural and environmental pressure for conformity with organizational 
(groups or societies) rules and norms. Therefore, this paper argues that reviewing all theories is 
an appropriate to understand both conceptual & practical framework of behavioral aspects of 
information systems security governance, in general. 
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The rest of this paper is organized as : In section two, the literature was classified along two 
dimensions, such as: theoretical foundations and models exhibiting those relevant emergent 
themes consisted in an introduction, definition, theories, concepts, models & discussion sections 
that pinpointed on the basic guiding constructs were presented. Therefore, there are several 
themes and perspectives about organizational values, information systems, information systems 
security and behavioral information systems security governance in research. In section three, the 
methodological position of this study is explained in section three of this chapter that outlines the 
research design for the study & the last chapter presents the conclusions of the scholars. Also, a 
critical review method deals with area of study, a theoretical framework from the field of 
sociology, psychology & criminology theory, were presented in relation to organizational values 
& behavioral information systems security governance research based were presented in 
empirical site context.  
 
In section four : a discussion & results analyses of this independent project were  mainly 
presented an organizational values scale based classifications. Also in this section four provides: 
An argument about appropriateness of this framework were presented to inform the needs of 
integrated behavioral aspects of information systems security governance research to be 
conducted in future. 
  
Finally, the fifth  section presents gaps & shortfalls in concluding current research that  identified 
justifications and future research directions were suggested as contributions of this research and 
windup with own reflections. 
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2.0. LITERATURE REVIEW 
 
2.0. Introduction 
This section begins with an introduction to "behavioral Information System" that adheres to the 
view of technical &socio- organization, where both social and technical elements interplay to 
give life to an organizational form. There is ambiguity in research about the definitions of 
information systems security, behavioral information systems security and information systems 
security governance. Hence, this chapter describes the theoretical and methodological 
foundations of the research. The theoretical and methodological position of a study must be 
consistent from a philosophical perspective. The ontology, epistemology, methodology and the 
methods used in a study should be consistent to qualify as a valid research design.  
 
2.2. Definitions: 
Three categories of definitions are required for anchoring the basic concepts in this research. 
This section explicitly defines what we mean by information security, internal controls, 
information security governance and individual values in this research. A cogent definition of the 
basic constructs that guide this research will help the reader gauge the conceptual foundation of 
this work. A review of research shows that usually no explicit definitions of such terms are 
provided and often these terms are used interchangeably, which makes the research confusing to 
read. Thus, a guiding definition of the above mentioned terms is provided for better clarity of 
scope and intent of this paper. 
 
2.2.1. Information security : Information security means protecting all information assets from 
misuse, harm or any other unintended result. This includes securing information in computers, 
maintaining integrity of business processes, retaining skilled knowledge workers with their 
implicit knowledge and also encouraging employees to claim ownership of their share of 
information assets (Dhillon 2006). Information is a shared asset, which has to be protected from 
all possible distortions by everyone sharing it. This definition adopts a holistic view of 
information systems security where information is secured through technical, organizational and 
normative means. 
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2.2.2. Internal controls: Internal controls are a means to provide reasonable assurance that an 
organization will achieve its business objectives while avoiding undesired risks (ISACA, 2004). 
Internal controls are policies, procedures, practices, and organizational structures put in place to 
reduce risks. These also attempt to rationalize the organizational processes. They operate at all 
levels in an organization and help in reducing risks involved at various stages of the operation, 
thus helping the organization reach its business objectives (Dhillon and Mishra, 2006). 
 
2.2.3. Information security governance: ISG can be defined as ―a way of establishing and 
maintaining a control environment to manage risks that relate to confidentiality, integrity and 
availability of information and its supporting processes and systems (Moultan and Cole, 2003)ǁ. 
This conceptualization suggests a technical orientation for security. Certified Information 
Systems Auditor (CISA) Review Manual (2004) defines information security governance as a 
―focused activity with specific value drivers: integrity of information, continuity of services and 
protection of information assets (pp.385)ǁ. This definition suggests that due to global integration 
of organizations via networks, security has become a significant governance issue and the end 
product of information security governance process is the safety and security of data. 
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2.3. Theories used in ISS Research 
2.3.1. General Deterrence Theory   
Suggests that when the possibility of punishment is high and the sanction is severe, potential 
criminals will be deterred from committing illegal acts, especially when their motives are weak. 
(Theoharidou et al., 2005). Several papers are grounded in this theory. Straub and Welke created 
a four stage model, including deterrence, prevention, detection, and remedies (Straub & Welke, 
1998). Parker (1998) created a variation of this model and added a few more categories. His 
framework included: avoidance, deterrence, prevention, detection, mitigation, sanction, 
transference, investigation, recovery, and correction. 
 
2.3.2. Theory of Reasoned Action  
According to the theory, the most important determinant of a person’s behavior is behavior 
intent. The individual’s intention to perform a behavior is a combination of attitude toward 
performing the behavior and subjective norm. The individual’s attitude toward the behavior 
includes; behavioral belief, evaluations of behavioral outcome, subjective norm, normative 
beliefs, and the motivation to comply. Theory of Reasoned Action called TRA works most 
successfully when applied to behaviors that are under a person’s volitional control. If behaviors 
are not fully under volitional control, even though a person may be highly motivated by his/her 
own attitudes and subjective norm, she/he may not actually perform the behavior due to 
intervening environmental conditions (Levine, et al. 1998). 
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2.3.3. Theory of Planned Behavior  
Developed to predict behaviors in which individuals have incomplete volitional control. The 
major difference between TRA and TPB is the addition of a third determinant of behavioral 
intention, perceived behavioral control. Perceived Behavioral control is determined by two 
factors; Control Beliefs and Perceived Power. Perceived behavioral control indicates that a 
person’s motivation is influenced by how difficult the behaviors are perceived to be, as well as 
the perception of how successfully the individual can, or cannot, perform the activity. If a person 
holds strong control beliefs about the existence of factors that will facilitate a behavior, then the 
individual will have high perceived control over a behavior. Conversely, the person will have a 
low perception of control if she/he holds strong control beliefs that impede the behavior 
conditions (Levine, et al. 1998). 
 
2.3.4. Social Bond Theory  
A criminology theory that suggests, despite a person's natural inclination towards crime, strong 
social bonds deter him/her from committing criminal acts. (Theoharidou et al., 2005). Hirschi 
(1969) proposes four types of social bonds: attachment, commitment, involvement, and beliefs. 
Lee et al. (2003) conducted a study that concluded that social bonds played an important role in 
deterring computer crime. 
 
2.3.5. Social Learning Theory 
 A person commits a crime because s/he has been associated with delinquent peers, who transmit 
delinquent ideas, reinforce delinquency, and function as delinquent role models. (Theoharidou et 
al, 2005); Hollinger (1993, as cited by Theoharidou et al.), points out the existence of a strong 
positive correlation between and individual engaging in computer abuse and the involvement of 
his/her friends in similar acts.). 
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2.3.6. Protection Method Theory (PMT) 
Five studies applied protection motivation theory (PMT) (Herath & Rao 2009a, Johnston & 
Warkentin 2010, Pahnila et al. 2007, Siponen et al. 2006, 2007). In these studies, employees’ 
motivation towards compliance with IS security procedures was examined related with their 
perceptions of probability and the consequences of IS security threats in their organization, 
perceptions of efficacy of the response and individuals’ ability to perform it, and/or perceptions 
of a hindrance caused by complying with IS security procedures. 
 
 In addition, derived from PMT or theory of planned behavior (TPB), four of these studies also 
explored the impact of normative beliefs and/or other people’s behavior on employees’ 
compliance with IS security procedures (Pahnila et al. 2007, Siponen et al. 2006, Herath & Rao 
2009a, Johnston & Warkentin 2010). Besides PMT, four of these five studies have also included 
other than PMT variables with the models. First, the deterrence theory was applied in three 
studies (Pahnila et al.2007) 2007, Siponen et al. 2007, Herath & Rao 2009a).   
 
General compliance with IS security procedures means that these surveys use general statements 
such as “I intend to comply with my company’s IS security policies in the future” instead of 
specifying the type of IS security procedures or policies in question through using statements 
such as “I intend to encrypt my confidential e-mails in the future.” In addition, Pahnila et al. 
(2007) applied Information Systems Success and Triandi’s Behavioral Framework, and 
explained compliance with IS security procedures through perceived quality and the usefulness 
of IS security procedures, organizational and technical support, and habits, Siponen et al. (2006) 
studied the visibility of IS security on employees’ compliance with IS security procedures, and 
Herath and Rao (2009a) investigated whether compliance is influenced by the influence on 
organizational commitment on IS security behavior. 
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Similarly with the concepts of PMT (i.e., threat perceptions, response efficacy, self-efficacy, 
response costs, and/or normative beliefs), Bulgurcy (2010a) combined Theory of Planned 
Behavior (TPB) with Rational Choice Theory (RCT), and investigated the influence of attitudes 
formed by balancing costs and benefits of compliance, normative beliefs, and self-efficacy with 
employees’ intentions to comply with IS security procedures. 
 
Further, as a foundation of cost benefit assessments, the following factors were examined: 
intrinsic benefit, safety, rewards, work impediment, intrinsic cost, vulnerability, and sanctions. In 
turn, based on Rational Choice Theory, Li et al. (2010) also investigated the influence of cost-
benefit assessment (i.e., the influence of security threats and perceived benefits, formal 
sanctions, expectations of influential people), moral norms, and organizational context factors 
(i.e., organizational norms and organizational identification) on employees’ intention to comply 
with procedures regarding secure use of the Internet.  
 
Also, studies of Ng et al. (2006), Herath and Rao (2009b), and Chan et al. (2005) have common 
features with concepts of protection motivation theory: threat appraisal and coping appraisal. Ng 
et al. (2006) employ the Health Belief Model (HBM) to investigate the connection between e-
mail security behaviors in terms of reading e-mail attachments and perceived severity and  
susceptibility to security incidents and self-efficacy, as well as perceived benefits and barriers of 
practicing e-mail security.  In addition, the influence of organizational support and employees’ 
general security orientation on IS security behavior was studied.  
 
Similarly with self-efficacy and normative beliefs derived from PMT and also punishments and 
monitoring derived from the deterrence theory, Herath and Rao (2009b) studied the influence of 
intrinsic motivation (i.e., perceived effectiveness of own actions), and extrinsic motivation (i.e., 
managers and peers’ expectations, behavior of peers, severity of punishments, and certainty of 
detection) on employees’ policy compliance intention. Chan et al. (2005) developed and 
examined a theoretical model built on the safety climate literature and the social information 
processing approach, explaining the effects of managerial action and co-worker socialization on 
information security climate, and further on employees’ compliance with IS security procedures.  
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Also, the influence of self efficacy on compliant IS security behavior (Bandura, 1977) was 
examined by Chan et al. (2005). In turn, Siponen and Vance (2010) employed Neutralization 
Theory and pointed out that employees use several neutralization techniques (e.g., denial of 
injury and responsibility) for rationalizing there IS security procedure violations. In addition, 
they studied the impact of sanctions derived from the deterrence theory, informal sanctions, and 
shame on employees’ IS policy compliance. While Li et al. (2010) studied the influence of moral 
norms on employees’ compliance intentions based on RCT as one aspect of their study, Myyry et 
al.(2009) exclusively investigated the influence of values and moral reasoning on employees’ 
compliance with IS security procedures. They applied the Theory of Cognitive Moral 
Development and Theory of Motivational Types of Values. 
 
Having common characteristics with the study of Pahnila et al. (2007), which studied the 
influence of perceived quality and usefulness of IS security procedures based on the concept of 
information quality, Bulgurcu et al. (2010b) also explain compliance with IS security procedures 
through characteristics of these procedures: fairness and quality (i.e., clarity, completeness, and 
consistency) based on the concept of quality, as well as the group engagement model. While 
other studies investigating IS security policy compliance use theory verification approaches 
through the quantitative research methodology, Beautement et al. (2010) study this phenomenon 
through the qualitative research approach. They apply techniques of economic management and 
optimization for modeling employees’ costs (i.e., increased physical and cognitive load, 
embarrassment, missed opportunities, the hassle factor such as pressure) and benefits (i.e., 
avoiding the consequences of a security breach, protection from sanctions) associated with IS 
security procedures. Based on these issues, they present a theoretical approach for explaining 
employees’ compliance with organizations’ IS security procedures generally without any 
connection with specific IS security procedures. 
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2.4. Conceptions On  Values of Individuals Related Case Studies: 
Since this study uses individual values to develop information system governance (ISG) 
objectives, an introduction about research in individual values is warranted. Rest of this chapter 
is organized as follows: The following section presents a synopsis of the existing research in 
individual values in IS and the pertinent lessons which have emerged for studying values in ISG. 
After establishing the importance of values for ISG, the following section presents a discussion 
on 'Value Theory as a theoretical platform‘ with reference to this research.  
 
This case study was conducted in the information technology department of a state agency in 
Virginia, USA. The results from the interviews and secondary data from the organization were 
used to reexamine the preliminary theoretical model. This methodology- namely value focused 
thinking, provides a way to elicit individual values and creates decision objectives about a 
problem. A means-end framework can be created through this methodology, which provides high 
level guidance in decision-making. The framework developed is used to explain ISG 
conceptualizations and practices through an in-depth case study.  
 
Value refers to the preferred or what is conceived as preferable to human mind (Catton, 1954). 
An individual‘s preferential behavior shows certain regularities and this pattern can be  attributed 
to some standard or code, which persists through time providing a basis by which people order 
their intensities of desiring various desiderata (something desirable). Keeney (1992) 
conceptualizes value as ―what we care about and should be the driving force for our decision 
making (pp. 3)ǁ. Values are more fundamental to a decision context than the available  
alternatives. But in common practice, decision-making usually focuses on the choice among 
existing alternatives. 
 
Information systems security research has witnessed limited theory-developing efforts (Weber, 
2006). Specifically in the area of internal controls design and implementation for security, there 
have been limited attempts to create or use existing theories. In this research, a theory building 
exercise is performed. By analyzing individual values about internal controls in organizations, 
we create a framework of means and fundamental objectives.  
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The conceptual framework thus developed provides a set of high-level principles for internal 
controls design and implementation in the context of information security. The interrelations 
between various objectives also provide an insight into complex relationships and multipurpose 
roles that such objectives play. This study is conducted using value theory as the theoretical basis 
and value focused assessment as a methodology. Catton (1954) proposed value theory, which 
states that the choices made by individuals over a period of time, shows a definite pattern and is 
guided by the values internal to such people. The values, deep rooted in people‘s minds, are 
manifested by the choices people make in complex situations. This theory provides an 
appropriate basis for understanding the reasons for behavior of individuals in groups.  Keeney 
(1992) suggests a methodology to create decision objectives by studying individual values in a 
decision context.  
 
The technical aspects in organizations are manifested through technical solutions required to 
perform tasks. The social side of it requires control structure for coordination and formalization 
of business processes. Before going any further with this paper, the researcher of this 
independent project would like to define the topic  "behavioral Aspects of Information System 
Security" that interlinked with the "Information Communication Technology Administration" as 
the behavioral domain of information systems security and  scope of its organizational maturity 
level called indicators of basic constructs such as: information systems, information systems 
security, and the behavioral domain of information systems security. Both of the above aspects 
of an organization require human /professional/ intervention to achieve above-mentioned 
functions.  The meanings of technical solutions implemented in an organization are socially 
constructed and these technical artifacts bring in a change into the dynamics of an organization. 
As described by Lee (2004), an information system is not the information technology alone, but 
the system that emerges from the mutually transformational interactions between the information 
technology and the organization. (p. 11). Therefore an information system includes the 
information communication technology, people/personnel, financial & physical resources 
management in implementing the technology, interaction of people and technology and the 
emergent organizational context of this interaction. 
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In general, information systems security thus means protecting the information systems from 
undesired consequences. Security efforts pertaining to the above definition of information 
systems would need measures aimed at technical components, people components, and 
organizational components. Dhillon (2007) proposes a 'fried-egg' analogy, where the security of 
an IS should be effective at three levels: technical (helps in automating and standardizing parts 
of formal systems such as computers helping in operational tasks), formal (helps in 
organizational level security mechanisms like governance, policies or standardizing processes, 
such as establishing controls in structure of organization) and informal (helps in individual level 
security mechanisms, like shaping the norms, beliefs, values, and attitudes of employees, such as 
establishing normative controls).  
 
People are the weakest link in information systems security (Gonzalez and Sawicka, 2002). 
Insider threats (i.e. threat to information systems from within the organization) are high and the 
majority of security breaches fall in this category (Whitman, 2003; Bottom, 2000; Hitchings, 
1995; Magklaras and Furnell, 2005; Schultz, 2002). This domain corresponds to the informal 
level of security in an organization. The unit of analysis for this domain is individual (i.e. 
research in this area is concerned about behavioral issues like values, attitude, beliefs, and norms 
that are dominant, and influencing an individual employee regarding security practices in an 
organization). Any area that deals with individual level phenomenon ends up with a variety of 
evaluation approaches due to the complexity and wide range of problems.  Similarly, in this 
domain we find various theories being used and different kinds of evaluation techniques being 
applied. 
 
Considering the complexity of research problems in this domain, it is not surprising that 
solutions suggested for this domain are more descriptive than prescriptive in nature. Since the 
findings at this level need to be effectively implemented through other levels (i.e. formal and 
technical), this domain merely acts as a "means to an end" part of the whole security puzzle. 
Intervention from other levels in the form of formal controls, security policies, or technological 
artifacts is required towards achieving desired outcome in this domain. 
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A comprehensive ISS effort entails that security measures in an organization should be 
administered at all the three levels simultaneously. Thus, managing ISS in organizations requires 
the implementation of various controls at all the levels and the security measures at each level 
should complement and reinforce the security objective. Stanton et. al. (2005) defines the 
behavioral domain of ISS as, complexes of human action that influence availability, 
confidentiality and integrity of information systems. (p.3). The challenge in this domain lies in 
the fact that people are the ones who create these complex solutions for security and they are the 
ones who break them. The general research trend in systems security is that there is more 
concentration and discussion regarding one level at the cost of neglecting security research at 
other level. The need of the hour is an integrated approach in security research such that all the 
three levels are secured simultaneously. There is more emphasis on securing the technical level 
in the above model and less effort on other two levels. Therefore, it is in the informal system that 
we find strong effects on human behavior on information systems security. 
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2.4.1. Emergent Thematic  in Good Organizational Culture Studies  
Edgar Schein defines organizational culture as (Schein, 1999 as mentioned in Vroom and Solms, 
2004): i.) The pattern of basic assumptions that a given group has invented, discovered, or 
developed in learning to cope with its problems of external adaptation and internal integration, 
and that have worked well enough to be considered valid, and, therefore to be taught to new 
members as the correct way to perceive, think, and feel in relation to those problems. ii.) It is a 
set of beliefs, attitudes, values, personalities, customs, and norms that represents the unique 
character of an organization. It is a result of beliefs of management and employees and can be 
both positive and negative. Specially, the research in behavioral aspects of information systems 
security suggests organization culture as an important aspect of creating good security practices 
in an organization and instilling security principles in minds of employees. Therefore, Vroom 
and Solms (2004) suggest using the organizational behavior model developed by Szilagyi and 
Wallace (1990). For example, (Vroom & Solms, 2004); “the model's three levels of 
organizational behavior" are:  The individual, Group, and Formal organization. They suggest all 
three levels need to be examined to determine how the overall culture of the organization is 
affected. Weaknesses in security behavior can then be changed at each level and since each level 
affects the other levels, the overall security culture of the organization begins to change. Vroom 
and Solms believe that changing the organizational culture to a more security aware culture can 
increase corporate security beyond the reach of traditional policies and auditing as follow: i.) 
Dhillon and Backhouse (2000) suggest, facing pressures of organizational cost containment and 
external competition, many companies are rushing headlong into adopting IT without carefully 
planning and understanding the security concerns. ii.) This lack of planning can create significant 
security concerns.Therefore, they suggest incorporating RITE in addition to CIA (confidentiality, 
integrity, and availability of data) into the organizational culture. Where, "RITE” stands for 
responsibility and knowledge of roles, integrity as a requirement of membership, trust (distinct 
from control), and ethicality as opposed to rules, such as: i.) Responsibility refers to everyone 
knowing exactly what their role is in regards to trade secrete security. ii.) Integrity refers to the 
integrity of the person that has access to information. Corporations should limit access to 
information to need to know people and work to maintain integrity. iii.) Trust refers to trusting 
people.  
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For example, Dhillon and Backhouse refer to trust as having a half-life that deteriorates over 
time and needs to be renewed with face-to-face meetings (p. 127). iv.) Ethicality refers to the 
"ethical content of informal norms and behavior" (p. 128). For example, this ethical content is 
arises from the informal side and not the formal rules and procedures. That mean, the informal 
side is unwritten, but yet still is very important to organizational culture and the security culture. 
In another paper, Dhillon and Torkzadeh assess values at the group and organizational level. i.) 
When individual values are shared within a group, there are implications for commonality in 
values that a group or organization might share. (Dhillon & Torkzadeh, 2005, p. 6). ii.) The 
authors collected data via interviews and propose 86 objects essential in managing IS security. 
iii.) These objects are broken down into 25 clusters of 9 fundamental and 16 means categories. 
Because these objects are social-organizational in nature, they can lead to the creation of new IS 
are security measures. iv.) Adopting organizationally grounded (culture) principles is a necessary 
step beyond technical considerations (p. 2). 
 
2.4.2. Internal Controls 
Whitman (2003, p. 95) suggests that organizations use internal controls of various types to 
combat security threats as follow: i.) First, an organization must identify their threats, which can 
vary among organizations. ii.) Prioritizing the threats and placing them in a control matrix will 
help security managers plan specific controls for each threat. iii.) The matrix should first be 
undated with whatever current controls are in place. This will help managers see where 
additional controls are need. At a minimum, each threat “should contain one policy related 
control, one education and training related control, and one technology related control (p. 95).  
Therefore, A policy related control is a control that is a part of the organizations formal rules, 
such as passwords need to be 8 characters long. An education or training related control is a 
preventative measure by educating users on the treats to security in hopes to avoid problems 
before they occur. An example of a technology control would be a router/firewall that directs or 
blocks network traffic as managers see fit.  
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For example, in (Dhillon, 2001, p. 168)] we can found that Dhillon (2001) suggests “a majority 
of computer security breaches occur because internal employees of an organization subvert 
existing controls” (Dhillon, 2001, p. 165). In his paper, he writes about the control problems that 
led to the fall of Barings Bank in 1995. The cause was the wrongdoing on one individual and 
security failures of the organization (p. 166). Nicholas Leeson, a general manager for the bank, 
fraudulently lost millions of dollars worth of Nikkei futures and was able to conceal these losses 
by doctoring the books. However, Dhillon blames Barings for not managing, prioritizing, and 
maintaining proper internal controls that may have prevented Leeson's fraud. Segregation of 
duties was a major control that was missing and allowed Leeson to cover up his transactions. He 
was in charge of overseeing trading, trade processing, settlement, and administration. One person 
had too much control. There should have been controls in place at Barings to prevent any one 
person from having this kind of control. Some companies even separate controls even further in 
such a way that it would require two or even three individuals to commit this crime and conceal 
it on the books. (p. 167).  
 
Another control problem was a lack of an effective internal audit department. An audit 
department's responsibility is to monitor high-risk areas and discover abuse but, they did not 
carry out their responsibility based on proper controlling system. Therefore, Dhillon suggests 
five components of an ideal internal control system as follow: i.) The first is to create a control 
environment that consists of actions, policies, and procedures that reflect the overall attitudes of 
top management about control and its importance to the corporation. ii.) Second, management 
should assess the risk in the design of its internal controls to minimize errors and fraud. iii.) 
Third, control activities include other policies and procedures that help to ensure that necessary 
actions are take to address risks in the achievement of the company's objectives. iv.) Fourth, 
information technology is used to gather company transactions and to maintain accountability to 
clearly communicate what is happening in the organization. v.) Fifth, monitoring the quality of 
controls periodically is essential to have effective controls. 
 
 
 
Importance of Behavioral Information System Security in Construction Company 2016 
 
Project Submitted By: Yohannes Ergete Tadesse; (For Fulfillments of Post Graduate Program in CoTM & civil Eg. )  Page 
23 
             
 
2.4.3. Behaviors Prediction/ Symptoms (Indicators) Classification 
Schultz (2002) suggests that behaviors and symptoms (indicators) of users can be used to predict 
insider threats. His indicators are deliberate markers, meaningful errors, preparatory behaviors, 
correlated usage patterns, verbal behavior, and personality traits. Schultz suggests clues from 
these indicators can be used with quantitative methods and multiple regression formulas to 
predict insider abuse. Deliberate markers are left by attackers to make a statement. Often, small 
markers precede a big attack. Meaningful errors are errors a perpetrator may make while 
preparing for an attack. Preparatory behavior is when a perpetrator attempts to gain information 
about the system they plan to attack. Running commands on the system to get system 
information may be an indicator of a future attack. Correlated usage patterns are patterns that 
occur on multiple systems. The behavior may not set off any alarms on one particular system, but 
may seem odd if done to multiple systems. Verbal behavior, written or spoken, that expresses 
hatred or hostility toward the company or individuals may be an indicator.  
 
The most common place to find this kind of behavior is in e-mail. Personality traits, particularly 
introversion, can also be used to predict insider attacks (Schultz, 2002, p. 530). Magklaras and 
Furnell (2005) suggest that a user's sophistication can be used as a predictor of internal threats. 
They divide users into three categories: advanced, ordinary, and novice. i.) Advanced users 
.clearly exhibit a high level of sophistication, which indicates mastery. (Magklaras and Furnell, 
2005, p. 5). ii.) Ordinary users have intermediated knowledge and novice users know very little. 
They then propose to place users into these categories by tracking end-user computer usage. This 
is done by monitoring what programs the user's access, how long they access the programs, how 
many different programs they have open at once, what tools or features are accessed within these 
programs, CPU usage, and RAM usage. Ratings are given by experts to the various programs 
and percentages of CPU and RAM utilization to be used as scales that will classify users as 
advanced, ordinary, or novice.  
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The authors tested their model with a small sample of 60 UNIX users and concluded their model 
was valid. A six category taxonomy end user behavior and information system security is 
proposed by Stanton et at. (2005) along two dimensions: intentionality and technical expertise. i.) 
A user's intentions are rated as malicious, neutral, or beneficial. ii.) Their expertise is either high 
or low (Stanton et al, 2005, p. 126). This taxonomy was validated via a survey of 1167 end users, 
where their behaviors fit well with the two dimensional model. 
 
2.4.4. Training/awareness 
This is a consistent theme arising in most of the papers that we have studied (Whitman, 2003; 
Bottom, 2000; Orgill et. al., 2004). There is a heavy emphasis on user training and awareness of 
security issues. Stanton et. al. (2005) identifies a positive relationship between training and 
awareness to information security success.  
Bottom (2002) finds that training employees and executives could prevent a social engineering 
threat to security. The findings suggest training in WAECUP (waste, accidents, error, crime and 
unethical practices) could also educate employees regarding potential threats and its impact. 
Leonard (2004) emphasizes the need for training to condition the ethical behavior intentions that 
would lead to more secure organization. 
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2.5.0. Models of IS security behavior 
2.5.1. Technical Model 
(Chan et al.2001) suggests that; IT is  considered as the host environment; IT related control 
provides services by electronic means; An application of IT allows an IS & EC systems to 
operate in integrated manner as well as IS apply to serve more than one organizational level & 
may classified according to their function or how they work. For example: IT infrastructure is 
much broader term which describes the conduct of business activities that apply IT related 
control such as IS apply to serve more than one organizational level in terms of project 
management process; Transaction Process Systems (TPS); Management Information Systems 
(MIS); Decision Support Systems (DSS); Executive Information Systems (EIS); Executive 
Support Systems (ESS); Office Automation Systems (OAS) & Document Management Systems 
(DMS). Also,  IS may  classified according to their function or how they work, as: Expert 
System (ES); Group Support Systems (GSS); Group Decision Support System (GDSS); 
Production Planning Systems (PPS); Enterprise Resource Planning Systems (ERPS); Customer 
Relationship Management Systems (CRMS); Enterprise Integration Systems (EIS) & etc.  
 
2.5.2. Socio organizational Models  
The extant research in the area of IS security behavior in an organizational context is focused on 
three research areas (The reasons why employees comply with the IS security procedures in an 
organizational context) based on an empirical research, such as: (1) models on computer 
misuse/abuse, (2) models on compliance with IS security procedures, and (3) studies of 
appropriate IS security behavior. All three of these research streams offer understanding as to 
why employees comply with the IS security procedures in an organizational context based on an 
empirical research, in these research articles are models introduced in more detailed explicating 
the purpose of research, theoretical background, methods, and the main results. 
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2.5.2.1.  Models of computer misuse/abuse 
Computer abuse studies can be traced back to the research of Parker (1976), who introduced the 
term “computer abuse.” While Parker did not apply a theory in his studies, later studies on 
computer abuse have utilized the Deterrence Theory. In the first of these, Straub (1990) applied 
the Deterrence Theory to examine whether information security investments deter computer 
abuse. Straub applied formal sanctions by linking the number of reported incidents to different 
information security countermeasures and found that these countermeasures reduced the number 
of computer abuse incidents in organizations. While Straub (1990) did not measure computer 
abuse at the individual level, subsequent studies have addressed this point, & these studies have 
also included other variables to their models, in addition to the Deterrence Theory. To start with 
these, Harrington (1996) found that codes of ethics act as deterrents because they induce a fear of 
punishment in the sense of the Deterrence Theory. Another interpretation that operationalizes the 
Deterrence Theory in the context of IS security is by Lee et al. (2004). The authors examined 
whether a number of deterrents, such as IS security procedures, awareness programs, & physical 
security systems deter computer abuse. In addition, based on social control theory, Lee at al. 
(2004) explained the phenomenon of computer abuse through an influence of organizational 
trust, which means attachment (e.g., co-workers’ views and opinions), commitment (e.g., 
importance of success of the company), involvement (e.g., loyalty to the company), and moral 
norms (e.g., obedience with laws).  In turn, D’Arcy et al. (2008) extended the Deterrence Theory 
to include preceding factors, (i.e. computer awareness & training & the formulation of security 
procedures & computer monitoring). Similarly, D’Arcy & Hovav (2007) empirically examined 
the relationship between misuse intentions & awareness of IS security procedures, security 
awareness programs, preventive security software, & computer monitoring. Of these studies, 
D’Arcy et al. (2008) & D’Arcy & Hovav (2007) investigate employees’ misuse intentions 
generally without connecting their results to the specific misuse intentions. Instead, Harrington 
(1996) & Lee et al. (2004) have a connection to specific misuse procedures: the former 
investigates intentional misuse of IS in terms of virus, fraud, sabotage, software copying, & cracking, & 
the latter investigates the influence of intentions to install access control & intrusion protection software, 
controlling others’ identification, & illegal software use on actual computer abuse frequency (i.e., data 
loss, hardware loss, unauthorized IS use, illegal software copying, virus infection via e-mail and hacking). 
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2.5.2.2. Models on compliance with IS security procedures 
In addition to studies on computer abuse, employees’ compliance with IS security procedures has 
recently received attention by IS scholars. These studies investigate employees’ intentions to 
comply with IS security procedures (Bulgurcy et al. 2010a, Johnston & Warkentin 2010, Herath 
& Rao 2009a, 2009b, Li et al. 2010, Siponen & Vance 2010), their actual behavior (Beautement 
et al 2010, Chan et al. 2005, Ng et al. 2008), or both (Pahnila et al. 2007, Siponen et al. 2006, 
2007, Myyry et al. 2009, Bulgurcy et al. 2010b). Like computer abuse studies, these studies 
(except Beautement et al. 2010) also tested theories and models derived from reference theories 
through surveys. Of these thirteen theory verification studies of compliance with IS security 
procedures, Myyry et al. (2009) investigated password sharing with co-workers, Ng. et al. (2008) 
explained IS security procedure compliance-related with e-mail, Johnston and Warkentin (2010) 
accounted for compliance with IS security procedures with respect to spyware, and Li et al. 
(2010) investigated compliance with Internet use procedures, while others were concentrated on 
general compliance with IS security procedures.  
 
2.5.2.3. Model on appropriate IS security behavior Studies 
Along with computer abuse and employees’ compliance with IS security procedures, ten studies 
exist that investigate employees’ appropriate IS security behavior from various perspectives. 
Four of these studies employed various theories/models, which emphasize the role of employees’ 
social environment in IS security behavior. First, D’Arcy and Greene (2009) applied social 
exchange theory to explain the impact of security culture on both compliance with IS security 
procedures and supererogatory actions, i.e., voluntary IS security actions not required by the 
company’s IS security policy. In turn, relying on social comparison theory, Hyeun-Suk et al. 
(2005) explained employees’ IS security behavior through their risk perception, and its relation 
to perceived control and other people. Dinev and Hu (2007) used the theory of planned behavior 
to use (intention) anti-spyware technology, and examined the influence of technology awareness 
on behavioral intentions, as well as subjective norms and attitudes. Dinev et al. (2009) expanded 
this model with the integrated model of user acceptance of e-commerce (Pavlou & Fygenson 
2006), and cultural dimensions and indices (Hofstede 1993, 2001), and investigated the impact of 
national cultural factors between South Korea and the United States.  
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Of these four studies, Dinev et al. (2009) and Dinev and Hu (2007) investigate employees’ 
intentions to use anti-spyware software, while D’Arcy and Greene (2009) and Hyeun-Suk et al. 
(2005) do not specify any particular IS security procedures. In addition, also using the theory-
testing research setting, Stanton et al. (2003) used surveys to examine the influence of 
psychological concepts of organizational commitment on users' security behavior (i.e., good 
password practices, voluntary IS security training participation, obeying IS security procedures, 
and discussing IS security procedures in the workplace).  Similarly, Stanton et al. (2005) used 
surveys to focus on explaining password-related behavior (i.e., password changing, password 
selection, writing down passwords, and sharing passwords) related to training, awareness, 
monitoring, and motivation. Under the category of appropriate IS security behavior, three studies 
also exist explaining employees’ IS security behavior without theory-testing research setting. 
Sasse et al. (2001) and Adams and Sasse (1999) conducted interviews to explore why people 
exhibit good password behavior (17 users and 30 users, respectively). In turn, Albrechtsen 
(2007) explored users’ experiences and personal roles in organizations’ information security 
work through qualitative interviews. 
 
2.5.3 Comprehensive Information System Security Framework 
Poole (2006) argues for an information security framework established by combining the best of 
ISO 17799 and COBIT into an information security benchmarking model. This model meets the 
corporate governance requirements by focusing on both the control & accountability framework. 
The author argues that these benchmarking models are being successfully deployed in UK & 
across Europe. Dutta & McCrohan (2002) present a security governance model which comprises 
three dimensions: organization, critical infrastructure & technology. The role of management in 
this model is to assess the criticality of data sources & develop controls for the organization. The 
authors argue that holistic security management requires interplay of technological, 
organizational & critical infrastructure elements. Hence, awareness &commitment of the senior 
management is required to develop a control environment that balances the costs and benefits of 
security controls, keeping in mind the level of risk faced by the organization (Dutta & McCrohan 
(2002).  
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The model proposed is comprehensive & deals with both technological & socio-organizational 
elements. The drawback of this model is that is based purely on authors‘ conceptualization. The 
model is subjective at best and lacks empirical validation. Along the same lines, Lindup (1996) 
also argues that the management in the organization does not operate in isolation. 
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2.6.  Summary Of The Literature Review 
To summarize the extant literature, the empirical studies on employees’ IS security behavior can 
be divided into three research areas: (1) models on computer abuse/misuse,  (2) models on 
compliance with IS security procedures, and  (3) studies on appropriate IS security behavior.  
The first research area, computer abuse/misuse, applied existing criminological theories, such as 
the Deterrence Theory or the Social Control Theory. In other words, these studies basically 
tested well-known and generic criminological theories in a new context — that of IS security.  
In turn, second and third research areas, models on compliance with IS security procedures and 
studies on appropriate IS security behavior, test not only criminological, but also socio-
psychological, organizational, and psychological theories or constructs in the context of IS 
security. In addition, in the second research area, Beautement et al. (2008) developed a 
theoretical model on employees’ IS security policy compliance based on qualitative interviews 
and techniques of economic management and optimization. Instead of validating existing 
theories or constructs originating from various research disciplines, there is a need to focus the 
investigation on the phenomenon of compliance with IS security procedures itself through 
inductive theory development, rather than test or illustrate existing theories for two reasons.  
First, the chosen theoretical perspectives may be forming blinders, which prevent researchers and 
readers from seeing issues that may be salient to the phenomenon of interest. Second, theory-
verification studies carried out in IS rely on the adaptation of theoretical perspectives from 
reference disciplines, having no particular relationship with the information security compliance 
phenomenon. Hence, rather than investigating what is specific to IS security behavior, such 
studies are replicating the extant theories from criminology, psychology, and social psychology.  
In the third research area, appropriate IS security behavior, three studies exist that are not 
focused on theory verification. Instead, these studies investigate employees’ password behavior 
(Sasse et al. 2001, Adams & Sasse 1999), or on general descriptions of users’ experiences of 
information security in their work (Albrechtsen 2007). However, these three studies are not 
focused on employees' compliance with organizational IS security procedures. Instead of 
extracting individual reasons for either password practices or general IS security behavior, there 
is a need for qualitative research approaches to compliance with IS security procedures. 
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As a step in overcoming this gap in the research, it is proposed in this values of individual 
research that the use of an inductive and qualitative approach will complement the existing body 
of knowledge of employees’ compliance with IS security procedures. Such a research approach 
is important for a number of reasons, as follow: 
 First, the majority of extant models in IS security are based on well-known theories developed 
in other areas, with the result that IS security researchers essentially are engaged in validating or 
invalidating these theories in other areas. Rather than validating the relevance of generic 
criminological or (social) psychological theories, an inductive, qualitative approach could 
potentially reveal new insights into the specific phenomena of employees’ compliance.  
Second, such an approach could lead to new theory development in this area (see Baskerville & 
Myers 2002).  
Third, because such a qualitative approach would not be limited by an extant theory, it could 
offer a richer picture that is based on human meanings and experiences than what is obtained 
through “experience far” theory testing.  Indeed, owing to the focus on the operationalization of 
theoretical constructs, and in an effort to keep the survey length manageable, only a few 
theories/constructs can be studied for the same population.  
 Finally, a qualitative approach would also allow the research of employees’ compliance with IS 
security procedures to move to the next level, beyond “Likert scale responses,” by obtaining a 
deeper understanding of the reasons why people do or do not comply with IS security 
procedures. Therefore, Chapter two presents a review of the extant research literature. In this 
research, the researcher has primarily looked at three streams of research: information security 
research, management controls or organizational design research literature and internal controls 
research in information systems discipline. It is also believed that such an understanding can be 
useful to practitioners. 
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3.0. METHODS 
 
3.1. Area of the Study: Addis Ababa City Road Authority 
The researcher of this independent project has discussed with the Addis Ababa City Road 
Authority called (AACRA) ICT administration directorate director, ICT team leaders, as well as 
other directorates professionals & staffs in AACRA such as finance, human, physical resource 
management directorate employees . However, AACRA has not its own defined & documented 
ICT policy in directorate & team.  Hence, the interviewees of replies were only focused on the 
leaflets of their directorate that states only the mission and vision of the organization, in general. 
 
3.2. Research Methodology & Approach 
3.2.1. Modern Research Methodology 
3.2.1.1. ICT policy, Procedures & Directives Development. 
IS policy compliance use theory verification approaches through the quantitative research 
methodology, Beautement et al. (2010) study this phenomenon through the qualitative research 
approach.  They apply techniques of economic management and optimization for modeling 
employees’ costs (i.e., increased physical and cognitive load, embarrassment, missed 
opportunities, the hassle factor such as pressure) and benefits (i.e., avoiding the consequences of 
a security breach, protection from sanctions) associated with IS security procedures.  Based on 
these issues, they present a theoretical approach for explaining organizations’ business & IT 
policies’ compliance with IS security procedures generally without any connection with specific 
IS security procedures. 
 
3.2.1.2.  Appropriate IS security behavior Studies 
Along with computer abuse and employees’ compliance with IS security procedures, ten studies 
exist that investigate employees’ appropriate IS security behavior from various perspectives. 
Four of these studies employed various theories/models, which emphasize the role of employees’ 
social environment in IS security behavior.  
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3.2.1.3. IS security procedures Conceptions 
First, one category of IS security procedures consists of employees’ conceptions regarding 
general requirements for the company’s IS security procedures related with their work. 
Particularly, employees need to be aware of an organization’s ARE security practices (guidelines 
for prevention, guidelines for recovery, IS security procedures, rules, and instructions), which is 
illustrated as: What kind of training would you like to receive? How to really enhance 
information security and of course, inform me, whatever I do will be some leak or what can we 
do or how to prevent that. (…) what are the details, how can we be able to take care of it, how 
can we be able to really practice it (None) So there should be some policies how to handle it, 
how to really…on these needs of training types that determines what is that… like to… how to 
see that. Take care. (ICT directorate, officers) 
Second, IS security procedures are also referred to as different violation types, which mean 
compliance with certain IS security procedures: secure use of the Internet, writing passwords 
down, password selection, and locking the workstation.  
“Secure use of the Internet” refers to Internet browsing habits, the sending of confidential e-mail, 
the use of e-mail encryption, installing software from the Internet, and avoiding malware. 
“Writing passwords down” refers to an activity in which people write passwords down on a 
piece of paper.  “Password selection” refers to the ways in which employees select their 
passwords; that is, is the password easy to guess.  “Locking the workstation” refers to the 
practice of employees turning their workstation off when leaving their computers unattended (as 
a result, the computer is protected by a password).However, the categories that explain 
compliance with IS security procedures deals with certain dimensions, such as: cultural 
dimensions, individual dimensions, organizational dimensions that were not found to be 
connected with different violation types; hence, the possible connections to different violation 
types were rational IS security dimensions, IS security-detached dimensions, and unconscious IS 
security dimensions, as well as connections between these categories.  
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Therefore, while the three former categories were not found to be connected with different 
violation types, the possible connections to different violation types and the latter three 
categories (i.e., rational IS security dimensions, IS security-detached dimensions, and 
unconscious IS security dimensions) are presented. In addition, these violation types are secure 
use of the Internet, writing down passwords, password selection, and locking one’s computer. 
 
3.3. Research Approaches 
 
3.3.1. Primary Data Collection Method 
 
The researcher of this project has collected primary data from official documents in the empirical 
site called the Addis Ababa City Road Authority called (AACRA) and conducted an interview 
with ICT Administration department head including concerned officials & employees, based on 
the topic. 
 
3.3.2. Secondary Data Collection Method 
 
Various literature reviews, textbooks, journals and the likes are sources of these secondary data 
that are consumed to compare a gaps between current theories and real practices. it is 
summarized and forwarded in section of results analysis & discussion dealt with shortfalls & 
gaps that are intended to be filled with  conventional recommendations provided for suggestion 
of an improvements that are recommended  in final chapter.      
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3.4. Research Analysis 
 
3.4.1.  Data Collection  
Conformity to rules, laws and policies is the backbone of strong information systems security 
governance structure. This framework can inform practitioner community about better 
management of employees by assessment of individual value systems in an organizational 
setting. Further research in this direction entails assessment of individual values and ethics of 
potential employees and predicting behavior from these results.  
Results from such an assessment could be applied to real world as a tool to screen job candidates 
for high profile security positions. The findings emphasize the significance of contextual factors 
such as security culture and individual beliefs for better governance output. A comprehensive 
and stable security governance infrastructure is created with a long-term commitment to a 
proactive, security conscious and efficient work force.  
In this independent project, empirical data is collected through interviewing employees 
belonging to an industrial company. The independent project can be situated under the 
interpretive research tradition (Walsham 1995, Charmaz 2000), which is focused on human 
interpretations of information security in the work surroundings. Consistent with the interpretive 
research tradition, instead of seeking objective knowledge and universal truth, or discovering a 
reality, the study is pursued to construct an interpretation of a perceived reality, and considers 
scientific knowledge to be based upon the inseparable perspective of researchers and 
interviewees (Charmaz 2000, Lincoln & Cuba 1985, Schulze & Avital 2011).  Thus, both the 
credibility and the generalizability of the results are context dependent, which emphasizes the 
importance of the accurate documentation of the data collection and analysis processes 
(Walsham 1995). Therefore, the applicability of the research results can be evaluated by a reader, 
based on the well-grounded documentation of the researchers’ reasoning and the research 
environment. Thus, before presenting the empirical results, data collection and the analysis 
methods are described. 
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The research conducted on employees’ IS security behavior, in the case of Addis Ababa City 
Road Authority (called  AACRA) were used that Data collection  methods such as a scenario-
based questionnaire survey including potential rationali-zations for the computer abuses, and 
Responsibility Denial scale for employees in five directorates. Hence, questionnaire provided all 
directorates professionals were classified as: closed ended questions (N=20) & open ended 
questions (N=15) ended questionnaire forms (N=10) for information technology professionals (N 
=3 ) & all forms were filled & returned. In addition, only closed ended interview question form 
were conducted & distributed to financial, physical & human resource management directorates 
professionals ( N=5) as well as engineering design, contract administration & procurement 
administration directorate professionals ( N=2 ), however one form were received by physical 
asset management directorate director, but not filled & returned. Therefore, nine out of ten forms 
were filled & returned, in general.  
3.4.2. Data analysis: Factor analysis (ethical decision making, deterrence, and denial of 
responsibility research area) that analyzed generic statements of general deterrence theory & 
theory of values of individuals that evaluated aggregated maturity level, gaps & shortfall in 
empirical site based on generic maturity model. For example appointments from head office to 
projects and daily based employees’ terminations at projects are not timely communicated 
between head office and projects. As a remark to create good communication between head 
office and projects, the policy has to state detailed requirements and time bound.  
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3.5. Summary 
3.5.1. Main Purpose of Data collection  
In this independent project, empirical data is collected through interviewing employees 
belonging to an Addis Ababa City Road Authority. The researcher of this independent project 
topic has discussed with Addis Ababa City Road Authority ICT administration directorate 
director, ICT team leader, professionals & other   directorate members such as different team 
leaders & staffs. Hence, the interviewees replies was only focused  on the ICT administration  
policy alignment with company business objectives & ISS procedures' in the context of their 
organizational mission and vision addressed by authority, in general.  
This independent project can be situated under the interpretive research tradition (Walsham 
1995, Charmaz 2000), which is focused on human interpretations of information security in the 
work surroundings. Hence, this independent project is Consistent with the interpretive research 
tradition (Charmaz 2000, Lincoln & Cuba 1985, Schulze & Avital 2011), instead of seeking 
objective knowledge and universal truth, or discovering a reality, the study is pursued to 
construct an interpretation of a perceived reality, and consider scientific knowledge to be based 
upon the inseparable perspective of researchers and interviewees.  Thus, both the credibility and 
the generalizability of the results are context dependent, which emphasizes the importance of the 
accurate documentation of the data collection and analysis processes proposed by (Walsham 
1995). Therefore, the applicability of the research results can be evaluated by a reader, based on 
the well-grounded documentation of the researchers’ reasoning and the research environment. 
Thus, before presenting the empirical results, data collection and the analysis methods are 
described. 
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3.5.2.  Main Purpose of Data Collection & Analysis  
The purpose of this independent project was to understand and explain ICT policy linked with 
people’s attitudes and experiences related to information security in their working environment. 
In addition, an empirical data collection was executed in an empirical site called Addis Ababa 
City Road Authority (AACRA) head office & multiple project offices locations. Therefore, there 
are five districts that are found in central & North-South-East-West of sub cities locations that 
are decentralized road project offices. 
Meanwhile, the ICT directorate was expected to interlink them & align themselves with goal of 
an organization in achieving certain objectives such as planning & decision making; organizing; 
leading & controlling those informational financial, physical, & human resource management. 
Hence, ICT administration support activities & those interlinked smart offices at head office 
level & a five districts of  road  project offices daily run smoothly), which operates in the field of 
the  road construction industry.` 
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3.5.3. Main Purpose in Methodology & Analysis 
  
A) Methodology of Data collection 
 
This independent project data collection methodology sticks on  basic research articles ( such as 
Noemi Theory & Deterrence Theory in the context of IS & IS security definitions  that are 
introduced Models on Behavioral aspects of  ISS Governance Criteria's in more detailed 
explicating the purpose of research, theoretical background, methods, and the main results. 
 
B) Analysis of Appropriate IS Security Behavior Studies  
 
Along with computer abuse and employees’ compliance with IS security procedures, ten studies 
exist that investigate employees’ appropriate IS security behavior from various perspectives. 
Four of these studies employed various theories/models, which emphasize the role of employees’ 
social environment in IS security behavior. First, D’Arcy and Greene (2009) applied social 
exchange theory to explain the impact of security culture on both compliance with IS security 
procedures and supererogatory actions, i.e., voluntary IS security actions not required by the 
company’s IS security policy.  
In turn, relying on social comparison theory, Hyeun-Suk et al. (2005) explained employees’ IS 
security behavior through their risk perception, and its relation to perceived control and other 
people. Dinev and Hu (2007) used the theory of planned behavior to use (intention) anti-spyware 
technology, and examined the influence of technology awareness on behavioral intentions, as 
well as subjective norms and attitudes. Dinev et al. (2009) expanded this model with the 
integrated model of user acceptance of e-commerce (Pavlou & Fygenson 2006), and cultural 
dimensions and indices (Hofstede 1993, 2001), and investigated the impact of national cultural 
factors between South Korea and the United States.  
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Of these four studies, Dinev et al. (2009) and Dinev and Hu (2007) investigate employees’ 
intentions to use anti-spyware software, while D’Arcy and Greene (2009) and Hyeun-Suk et al. 
(2005) do not specify any particular IS security procedures. In addition, also using the theory-
testing research setting, Stanton et al. (2003) used surveys to examine the influence of 
psychological concepts of organizational commitment on users' security behavior (i.e., good 
password practices, voluntary IS security training participation, obeying IS security procedures, 
and discussing IS security procedures in the workplace).  
Similarly, Stanton et al. (2005) used surveys to focus on explaining password-related behavior 
(i.e., password changing, password selection, writing down passwords, and sharing passwords) 
related to training, awareness, monitoring, and motivation. Under the category of appropriate IS 
security behavior, three studies also exist explaining employees’ IS security behavior without 
theory-testing research setting. Sasse et al. (2001) and Adams and Sasse (1999) conducted 
interviews to explore why people exhibit good password behavior (17 users and 30 users, 
respectively). In turn, Albrechtsen (2007) explored users’ experiences and personal roles in 
organizations’ information security work through qualitative interviews.  
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4.0. DISCUSSION & RESULTS ANALYSIS  
 
4.1. Discussions 
A critical review of the technical, socio organizational & behavioral aspects of information 
systems security governance research reveals five emergent themes from the literature. All 
researchers agree in information systems security domain that have considerably emphasized 
certain areas of concern and measures to meet the challenges from such issues. These themes are:  
 
4.1.1. Proactive security culture 
Information systems security governance research argues in favor of creating proactively a 
security culture in an organization for better governance purposes . Proactively creating strong 
security awareness amongst employees and instilling proper values helps in management of 
security affairs. Creating security consciousness amongst employees creates a unique character 
of an organization through a set of norms, beliefs and values. This uniqueness is specific to 
organizations that constitute its culture. Adopting organizational culture grounded in security 
principles creates an environment conducive for security practices. 
 
4.1.2. Internal control assessment: creation of internal controls and periodic assessment of 
these controls have been identified as an effective measure for providing adequate security 
governance. Internal controls are the practices, procedures, policies and responsibility structures 
in an organization that helps in managing risks and protecting informational assets. Internal 
controls are created by management after assessing risks and prioritizing alternatives to combat 
such risks. There could be various kinds of controls such as password protection, physical assets 
protection and segregation of duty. These controls are established through creating right policies 
and procedures for such objectives. Effective assessment of these controls regularly is critical for 
security governance success. 
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4.1.3.  Security policy implementation: 
Security policies in an organization form the infrastructure for secure information systems 
management. Clear and concise policy creation is crucial for information systems security 
governance and quality of security policies decide how effective these policies are in serving its 
purpose. Policies should be based on core job functions rather than creating unnecessary changes 
in business process. Timely scrutiny of these policies in a periodic fashion with a feedback loop 
to incorporate revisions creates solid information systems security governance structure. 
Research in this area argues for robust, adaptive and clear security policies. Communication of 
policies to employees is as important as creating the policies. 
 
4.1.4. Individual values and beliefs: 
Individual beliefs of employees shape the interpretation and hence the success of all security 
measures in an organization. Importance of normative controls in an organization has been 
emphasized in literature. Normative controls help in managing employees informally and this 
channel is quite effective in actually reaching out to people and conveying management’s ideas. 
Assessment of individual values, beliefs and attitude could be used for predicting employee’s 
attitude and behavior. User sophistication, social engineering and end-user behavior are well-
researched constructs in security literature and the findings emphasize the importance of 
individual belief system in security management. 
 
4.1.5. Training/awareness 
This is a consistent theme arising in most of the papers that we have studied (Whitman, 2003; 
Bottom, 2000; Orgill et. al., 2004). There is a heavy emphasis on user training and awareness of 
security issues. Stanton et. al. (2005) identifies a positive relationship between training and 
awareness to information security success. Bottom (2002) finds that training employees and 
executives could prevent a social engineering threat to security. The findings suggest training in 
WAECUP (waste, accidents, error, crime and unethical practices) could also educate employees 
regarding potential threats and its impact. Leonard (2004) emphasizes the need for training to 
condition the ethical behavior intentions that would lead to more secure organization. 
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4.2. The Research Results Analysis  
4.2.1. Technical Model 
(Chan et al.2001) suggests that; IT is  considered as the host environment; IT related control 
provides services by electronic means; An application of IT allows an IS & EC systems to 
operate in integrated manner as well as IS apply to serve more than one organizational level & 
may classified according to their function or how they work. For example: IT infrastructure is 
much broader term which describes the conduct of business activities that apply IT related 
control such as IS apply to serve more than one organizational level in terms of project 
management process; Transaction Process Systems (TPS); Management Information Systems 
(MIS); Decision Support Systems (DSS); Executive Information Systems (EIS); Executive 
Support Systems (ESS); Office Automation Systems (OAS) & Document Management Systems 
(DMS). Also,  IS may  classified according to their function or how they work, as: Expert 
System (ES); Group Support Systems (GSS); Group Decision Support System (GDSS); 
Production Planning Systems (PPS); Enterprise Resource Planning Systems (ERPS); Customer 
Relationship Management Systems (CRMS); Enterprise Integration Systems (EIS) & etc.  
 
4.2.2. Socio organizational Model    
Meanwhile, Addis Ababa City Road Authority called AACRA hasn't its own ICT administration 
model at directorate levels, however ICT administer only  the hardware; software; networks & 
other devices]. Hence, the real ICT practices in AACRA were very far from (Chan et al.2001) 
suggestions that IT is  not considered as the host environment; ICT related control provides 
services by electronic means due to lack of a defined & documented ICT policy, in general. 
Meanwhile, based on an interview conducted in AACRA that interviewees replies that indicated 
ICT administration directorate don't align with company business to operate in integrated manner 
as well as  to serve more than one organizational level such as finance, physical assets & human 
resource management directorate at head office level & project offices at sub city level. 
Therefore, the IS, ISS & behavioral information system framework developed in literature 
reviews that can inform practitioner community about training injection & better management of 
employees by assessment of individual value systems in an organizational setting.  
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4.2.3. Comprehensive Information System Security Behavior Governance  
Further research in this direction entails assessment of individual values and ethics of potential 
employees and predicting behavior from these results. Results from such an assessment could be 
applied to real world as a tool to screen job candidates for high profile security positions. The 
findings emphasize the significance of contextual factors such as security culture and individual 
beliefs for better governance output. A comprehensive and stable security governance 
infrastructure is created with a long-term commitment to a proactive, security conscious and 
efficient work force. However, the research results of this independent project show that the role 
of extrinsic control is highly controversial, while the interviewees’ opinions of its influence vary 
significantly. 
First, it was found that " There is no behavioral aspects of ISS governance culture applied in 
Addis Ababa City Road Authority (AACRA) that aimed to explain cultural mentality or explains 
the familiar of applying punishments and rewards in the organization as illustrated below: How 
the company culture in AACRA that explain, on the employees' IS ISS  behavior is realized in 
applying an issues of punishments and rewards through organizational dimensions in the sense of 
communications; rational ISS dimensions such as in the sense of balancing threats & the value of 
information as well as ISS- detached dimensions in the sense of Addis Ababa City Road 
Authority & social conformity? (See, open ended interview conducted under question # 11).  
Second, some people see that they do not have an influence on employees’ IS security behavior, 
as illustrated in closed ended interview question #6 & open ended question #15 &/or11.: How do 
you explain that your company's organizational dimensions such as communications & extrinsic 
control that have an influence on employees & "work Ethics" in AACRA's (see closed ended 
interview question #6 & open ended question # 15).  
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Also, what do you think about responsibility assigned to a person/team/department for 
implementing activities of ICT administration process such as if there are not any punishments or 
rewards, do you think your behavior will be different? No, due to my confidentiality, and it will 
not be changed, even if when there is no clear responsibility assigned to people for implementing 
activities of ICT administration process in relation to  punishment there, but the authority have 
its own behavior only that culturally consolidated through those higher officers are highly 
influenced or the culture is nothing without human interactions at all & the culture is related with 
those bossed to keep on  healthy industry based on sated work ethics that are related to human 
behavior & there is no system without interactive relationships between workforces'. Hence, still 
I have my own role as, my role is mostly confidential, and so it will not change. (See open ended 
question # 15 replied by-ICT Administration directorate, ICT team leader) 
Third, the following quotation illustrated in closed/open ended interview question # 13/3 shows 
that punishments and rewards were considered as inappropriate means for creating professional 
behavior: What do you think about rewarding people? Does it motivate for good information 
security behavior? I think that's a motivation, but I'm not sure if it's a motivation in this particular 
area. Because this no clear IS security governance in AACRA, this should be there somehow 
automatically, that have to state some rules which all computer users in AACRA have to keep, 
and this is something, not computer users might do if they want and then to get some reward for 
this, this should be something, (really which has) to ICT governing rules don't incorporated as 
the policy of the company. So I don't certain about either punishment or reward is good or not a 
good way in this case. (Contract Administration & ICT administration directorates, engineers) 
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Fourth, monitoring and punishments were even seen to have a negative influence on the 
company’s business and employees’ work motivation, as is illustrated in closed interview 
question # 18/19 & open ended interview question #1/3/4/5 shown below, respectively: ICT 
administration supports other directorates, however they are fearful & don’t like monitoring, it’s 
too much difficult to support Engineering design & procurement directorate due to 
confidentiality of Engineering estimations before awards of contract is concluded, and maybe 
people will feel unhappy, but in the current state, for example in engineering & procurements, 
finance & public relation directorates, our ICT team members are still doing this because even 
we have reminded people many times about this insecurity, still we find a lot of cases about 
abuse of Internet. So, I don’t know, maybe it’s the culture of ICT profession, we have to monitor 
and catch out something, hackers, abuse, some bad guys contradicted organizational politicking 
and punish, maybe people will say “okay, it’s very serious, then we will follow up.” But I don’t 
think it’s a good way for the company business. (ICT administration directorate, team leader) 
In AACRA, What do you think that if people are monitored, are there the consequences?  I think 
for example, in AACRA there are people often watched. It’s a controlled regime, or like earlier 
in engineering design, contract, finance & procurement directorate directors including their staffs 
don’t like this kind of policy. They are working with fear. Maybe they work in the evening at 
office a little bit as overtime activities, but maybe they also get sick and tired. (ICT 
administration directorate, team officer) 
Fifth, the following quotation illustrates in the training need assessment interview question & 
raised that rationale behind extrinsic control in terms of when monitoring was not always 
attached to information security, people didn’t understand the real reasons behind such activity: " 
I think most of people in our ICT administration directorate & ICT team may only be aware that 
the company's controlling are visiting a Internet website. They are not linking that to information 
security, because we don't have implemented it officially.  
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However, other directorate’s members were assumed us as we are only linking that to the 
company is monitoring: have you done your job. Or have you visited unnecessary websites (…) 
because currently there's no communication saying that the company monitoring of Internet 
visiting is because of information security". (ICT administration directorate, team officer) In 
addition, control dimensions were associated with the intentional abuse situations, and thus, 
these were considered to be contradictory procedures for organizations, which are based on 
mutual trust and on employees having good intentions in their work. Finally, even if some 
interviewees consider rewards to be good for increasing such motivation for proper IS security 
behavior, some feel it is too complicated to define criteria for such an activity. 
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4.3. SUMMARY OF DISCUSSIONS & RESULT ANALYSIS  
 
Behavioral information systems security governance focuses on security management of 
information systems at an individual employee level, in an organization. Thus, behavioral 
security governance creates means to understand employee behavior, values, norms and informal 
practices in organization and established solutions of encourage security behavior in an 
organization. For example: Theory of values of individuals & training pedagogy proposed by 
anomie that presents a conceptual basis to understand the deviant behavior of individuals in a 
group setting and provides taxonomy to understand different kinds of behavioral pattern that 
individual might adhere to, when pressurized to show conformity.  
 
Deviant behavior of individuals and pressure to show conformity with rules are two important 
issues for behavioral information systems security governance. The argument to use anomie 
theory as a theoretical framework to inform research in information systems security governance 
is logically sound and compelling. For example: an overview of theory of anomie focuses on 
pressures toward deviant behavior that arises from discrepancies between cultural goals and 
approved modes of access to them and also on variations in access to legitimate means. Two 
broad schools of thoughts are encountered to understand deviant behavior of people, who are 
exposed to various pressures from environment around them. Hence, if an employee really wants 
to steal some confidential information and sell it outside, then occurrence of this event is a factor 
of employee’s capability to access confidential information. Having an intention to commit a 
crime is not enough if there are no means available to execute it accordingly. 
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4.3.1. Evaluation of Information systems security governance and deviant behavior 
Anomie theory presents an appropriate epistemological base to study behavioral aspects of 
information systems security governance. Even though residing at an informal level of security 
management, the importance of individual values, norms and awareness culture, in an 
organizational setting has been identified and constantly highlighted in the security literature. 
This theory provides a conceptual lens to understand the various sources of deviant behavior in a 
group setting. Using the taxonomy suggested by this theoretical framework, research in 
information systems security governance could be informed with better models about 
management of deviant behaviors at individual and group levels. Importance of reinforcement of 
positive behavior and attitude should be encouraged for sound security governance practices and 
similarly strong deterrent actions should be taken against individual deviant behavior in a group. 
Conformity to rules, laws and policies is the backbone of strong information systems security 
governance structure. This model, validated by a methodology, would help to find better means 
of understanding the underlying causes of negative attitudes of employees towards conformity 
and provide solutions to deal with such situations. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Importance of Behavioral Information System Security in Construction Company 2016 
 
Project Submitted By: Yohannes Ergete Tadesse; (For Fulfillments of Post Graduate Program in CoTM & civil Eg. )  Page 
50 
             
 
4.3.2. Maturity Analysis on Behavioral Information System security & IT policy  
Eloff and Eloff (2005) suggest a comprehensive approach towards information systems security 
governance with well managed controls to minimize risk and ensure effectiveness and efficiency. 
The authors propose a framework called PROTECT, an acronym for the seven components in 
the model. The components are: Policy includes security policies, procedures and standards. It 
also includes well documented guidelines for implementation. Risk component suggests the use 
of methodologies such as CRAM and Octave for identifying vulnerabilities in the system. 
Objective refers to the main objective of the framework, which is the intention to minimize risk 
exposure by maximizing security through implementation and review of set of controls. 
Technology refers to the systems component (hardware, software) of the IT infrastructure. 
Execute component refers to proper infrastructure of security controls from maintenance and 
management. Compliance component refers to both internal as well as external compliance with 
polices and regulations. It comprises codes of practice, legal requirement and international 
standards. Team component refers to the employees‘ responsibility towards security and aims at 
creating a work culture with improved security. The model presents both technical and people‘s 
―perspectiveǁ. This model is very high level. The drawback of the model is that there is obvious 
lack of guidance on how and when to use these objectives. Security policies, standards and 
procedures are also highlighted in Information Security Architecture (ISA) model proposed by 
Tudor (2000). The author defines information security architecture as the process of developing 
risk awareness through assessment of current controls. ISA also includes the alignment of 
existing controls to meet the organization‘s information security requirements. ISA has been 
conceived as a management process intertwined with day to day operations. 
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Figure 4.1. Information security architecture model (source: Tudor 2000) 
 
ISA has been conceived as a management process intertwined with day to day operations. In this 
approach, five key principles are highlighted (see figure 4): Security organization and 
infrastructure, Security policies, standards and procedures, Security program, Security culture 
awareness and training and Monitoring compliance. The model proposes that all individuals 
should know their responsibilities with regard to protecting the organization‘s resources. The 
architecture is based on a holistic mix of organizational and technical aspects of security 
governance. The biggest drawback of the model is that it is very high level, basic, non-iterative 
and difficult to apply for developing specific measurable security controls. 
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McCarthy and Campbell (2001) also emphasize the role of security policies in their proposed 
Capability Maturity Model approach for security governance. The model provides a set of 
security controls which can be used to protect information assets against harm. The model 
encompasses seven main control levels 
Control Levels 
1. Security Leadership 
2. Security Program 
3. Security Policies 
4. Security Management 
5. User Management 
6. Information Asset Security 
7. Technology Protection and Continuity 
Table 4.1.  Capability Maturity Model (source: McCarthy and Campbell, 2001) 
In the model, Security leadership stresses the importance of executive level security 
representatives within an information security strategy. In the next level, Security program 
provide defined roles and responsibilities for security tasks. Security policies which comprise the 
third level emphasize the use of security standards, policies, and guidelines for technical, 
procedural and human aspects of information systems security. Security management component 
deals with monitoring people and technology in daily operations. User management deals with 
managing user profiles and ensuring that users are made aware that they are being watched. 
Information asset security encompasses the technology aspects of security i.e. maintain firewall, 
network and database. Technology protection and continuity component maintains the IT 
environment and its continuity including disaster recovery aspects. The objective of the 
Capability Maturity Model approach is to start at a strategic level and work down to the 
technology level, guided by the direction provided at the top level. The uniqueness of this model 
lies in its assessment of the current information security capabilities to architect an appropriate 
security solution. The main criticism lies in the anecdotal nature of the model and lack of theory 
or empirical validation to lend it credibility. Therefore, maturity is explicitly defined as extent to 
which specific process is defined, managed, measured, controlled, & effective. Therefore, 
Maturity implies that Potential for growth in capability; Richness of an organization's (Project 
Management) process & Consistency, which is applied in projects throughout an organization. 
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 4.3.3. Maturity Indicators 
 
 
 
Figure4.2. (Generic Capability Maturity model) 
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4.3.4. Generic Information security governance framework 
Security policies are an important component of the information security governance model 
proposed by Da Veiga and Eloff (2007). The authors propose an integrated information security 
governance framework which is a result of triangulation of components of many of the above 
mentioned models. The framework is partitioned into 4 levels namely A, B, C and D. Level A 
comprises strategic, managerial and technical protection components. 
Level B consists of six main categories that are grouped according to three levels A categories. 
Level C is a comprehensive list of information security components categorized under level B 
components. All the main categories are influenced by change depicted at Level D. 
 
Figure 4.3. Information security governance framework (source: Da Veiga and Eloff, 2007) 
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The six main categories of this model are (see figure 4.2.): Leadership and Governance, Security 
management and organization, Security policies, Security program management, User security 
management, Technology protection and Operations. The framework can be deployed as a single 
point of reference for governing information security. The control objectives listed in the 
framework provide a wide range of options to protect the organization. The information security 
management system proposed is based on a common security standard namely BS 17799. The 
model aims to ensure that best practices of an organization are documented, reinforced and 
improved over time. The main benefit of the model is that it could also be used as an information 
security culture assessment tool to measure the acceptable level of controls consciousness. 
Action plans can then be employed for areas of development. The model‘s criticism is that it is 
based on personal intellectual understanding of the researchers and a thorough review of the 
literature. There is no empirical work to support or dismiss the importance of the above 
framework. 
The main problem of governance models with a policy focus is the little or no emphasis placed 
on feedback and modification with changing business requirements. Security policies should be 
aligned with the security governance objectives. These in turn should be reviewed with changing 
technological developments (Lindup, 1996). 
Rees et al (2003) have criticized current approaches to policy development and propose the use 
of Policy Framework for Interpreting Risk in E-Business Security (PFIRES) model. Initially 
developed for e-commerce activities, the PFIRES model addresses the needs of security polices 
for any organization with IT and Internet operations. The framework consists of four stages: 
assess, plan, deliver and operate. The assess stage includes policy and risk assessment whereas 
plan stage involves requirement definition and development of security policy in alignment with 
business objectives. In delivery stage, controls are defined and implemented where as in operate 
stage all control processes are monitored and reviewed. This model emphasizes the importance 
of feedback in all stages. The main drawback of the model is that it is entirely focused on 
security policies as a governance mechanism. Security policies are a required but not a self 
sufficient condition for good information systems security governance. 
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In the life-cycle approach, the underlying assumption is that information systems security 
governance is an ongoing process and needs to be viewed from a business process perspective. 
The models suggested in this stream of research are process based and the stages defined are 
similar to those of software life-cycle development. The security governance models with 
requirement analysis, design, implementation and testing have a solid foundation in the systems 
approach underlying many IS development and management approaches. Some of the examples 
of process models are presented below: 
Kolokotronis et al (2002) propose a multi-dimensional model with following objectives: 
business needs or requirement analysis; risk and cost assessment; security strategy 
implementation and monitoring. The authors suggest that security should be managed at a 
corporate level and not at the local level to solve specific technical problems. Moultan and Cole 
(2003) present a similar argument in support of treating security governance as an enterprise 
issue to establish an adequate control environment. It is important to identify risks so that 
management can assign responsibility to the right people to develop and implement appropriate 
controls to mitigate the risk. 
Number of Dimensions & objectives 
1. Requirements analysis 
2. Risk and cost assessment 
3. Security strategy 
4. Monitoring 
Table 4.2. Information security governance objectives (source: Kolokotronis et al, 2002) 
Using a similar approach, Straub and Welke (1998) present a security risk planning model that 
comprises four stages: security problem definition, risk analysis, alternative generation, and 
planning decision. The authors argue that very little is available in literature of the present to 
describe an overall approach to security planning and evaluation process (Straub and Welke, 
1998). Both the models discussed above (Kolokotronis et al,2002; Straub and Welke, 1998) have 
a process orientation to security governance. The models provide high level objectives for 
defining specific security objectives.  
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The objectives are vague, difficult to implement and not helpful in developing specific 
information systems security governance objectives and their related controls. The main 
limitation of the studies is a lack of scientific evidence concerning the practical usability of the 
results. 
In the unified approach of information systems security research, the central premise is that both 
organizational and technical aspects of security governance should be combined for increasing 
overall security. The base assumption here is that managerial focus for security governance is 
required for the technological solutions to work efficiently. Dutta and McCrohan (2002) argue 
that sophisticated security technologies can be rendered ineffective by the failure to differentiate 
among critical information assets, poorly designed operating procedures or lax attitudes towards 
security within the organization. 
Poole (2006) argues for an information security framework established by combining the best of 
ISO 17799 and COBIT into an information security benchmarking model. This model meets the 
corporate governance requirements by focusing on both the control and accountability 
framework. The author argues that these benchmarking models are being successfully deployed 
in UK and across Europe. Dutta and McCrohan (2002) present a security governance model 
which comprises three dimensions: organization, critical infrastructure and technology. The role 
of management in this model is to assess the criticality of data sources and develop controls for 
the organization. The authors argue that holistic security management requires interplay of 
technological, organizational and critical infrastructure elements. Hence, awareness and 
commitment of the senior management is required to develop a control environment that 
balances the costs and benefits of security controls, keeping in mind the level of risk faced by the 
organization (Dutta and McCrohan (2002). The model proposed is comprehensive and deals with 
both technological as well as socio-organizational elements. The drawback of this model is that 
is based purely on authors‘ conceptualization. The model is subjective at best and lacks empirical 
validation. Along the same lines, Lindup (1996) also argues that the management in the 
organization does not operate in isolation. The effectiveness of the security governance is 
dependent on many factors (see figure 4.4) that include: business processes, application systems, 
technical security, procedures and human factors. 
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Figure 4.4 information security management model: Lindup (1996) 
The emphasis again is on socio-organizational as well as technical issues in governance and on 
challenges that arise in managing the human capital. The author argues that technology can 
impact organizational security in unexpected ways. Technology can make existing controls in the 
higher layers ineffective or make new control mechanisms possible. 
It can impact security and control in three different ways: creating new security vulnerabilities, 
changing the way business is done and changing the way the workplace is organized (Lindup, 
1996). The pervasive presence of technology in businesses makes it difficult to isolate the 
technical aspects from managerial aspects of governance. More than the technology, it is ―the 
way a technology is usedǁ that has the greatest impact on the security of the information systems 
(Lindup, 1996). However, this model too is based on conceptual understanding of the author and 
not on a solid theoretical platform. 
From end user participation perspective of information systems security governance research, 
control objectives should convey the value and beliefs of the employees actually implementing 
the controls. The central assumption is that a ―bottom-upǁ approach to development of security 
governance objectives increases the alignment between individual objectives and organizational 
security objectives, resulting in organizations which are more secure. The researchers in this 
domain of security governance research encourage employee participation in governance. 
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The advocates of this school of thought argue that very few organizations involve end users in 
development of information security strategy and policy making (Warman, 1992). This might 
result in making the security objectives too complex and weak controls which would lead to a 
break down in security (Angell, 1996). Also ignorance or incorrect procedures can lead to 
potential disasters (Warman, 1992). In a study in 2002 advocating use of meta policy for security 
in emergent organizations, Baskerville and Siponen,2002) argue that changed security measures 
should not spark conflict between management and the employees in an organization. When the 
values of the employees do not match the values embedded in the security measures, there are 
chances of discrepancies in implementation of such measures (Baskerville and Siponen, 2002). 
Values are a key determinant of how people come to evaluate other people and organizations 
(Jones and George, 1998). Schein (1996) claims that organizations do not learn from its 
experience but tend to repeat the same mistakes made in the past due to a continued lack of 
alignment between various occupational communities within themselves. This might result in 
operational and midlevel managers having different shared assumptions and objectives. These 
will be far removed from the objectives preached and practiced by senior managers. The 
alignment of personal and organizational objectives for information systems security governance 
is important for the success of the controls. Technology used is influenced by the values and 
goals imposed by the executive culture in the organization (Schein, 1996). Taylor (2006) argues 
that it is management‘s mistaken perception of risk causing behavior which leads to an 
implementation of a technology based approach that ignores human factors. 
De Haes and Grembergen (2008) argue that IT governance can be deployed using a mixture of 
various structures, processes and relational mechanisms. Anderson (2001) argues that within IT 
governance, information security governance becomes a much focused activity, with specific 
value drivers including integrity of information, continuity of services and protection of 
information assets. Thus the relational mechanism which ensures the active participation and 
collaboration of the IT managers and business managers is equally important for information 
systems security governance too. The authors argue that relational mechanisms are crucial in the 
governance framework and paramount for attaining and sustaining business/IT alignment, even 
when the appropriate structures and processes are in place.  
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Research in management controls has historically emphasized the role of senior management in 
the success of internal control programs. This trend is now changing. Controls research has 
shown an increase in interest in employee empowerment (Simons, 1995). It is becoming 
common for lower level employees to be actively involved not only in day-to-day processes but 
also in activities of strategic significance. 
In conclusion, research in information systems security governance area with a socio 
organizational focus can be summarized as follows: 
1. Security governance is viewed as an all encompassing process which involves managing 
formalized structures and informal environment. Hence emphasis is placed on formal as well as 
informal controls. 
2. Security governance models are primarily focused on factors like policy development, 
management and end user participation, user values and beliefs, lifecycle or process orientation 
and complementary nature of various controls or the unified approach. 
3. Security controls are based on ‗formal administrative‘ management requirements and 
'informal peoples‘ management requirement. It is assumed that management, formal procedures 
and informal people management mechanisms would ensure the overall security of the 
organization. 
4. It is assumed that management understands the need for appropriate socio organizational 
controls and that implementing these controls would enhance the security environment. 
5. Information systems security governance models that emphasize on the management‘s role in 
creating and developing security governance objectives embedded in the contextual factors of the 
organization are successful in protecting the organization from any harm. 
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Since most of the IS security breaches occur because someone within the organization subverts 
the controls (Dhillon and Silva 2001), researchers in this domain argue that it is prudent to focus 
on the socio-organizational aspect (Dhillon and Torkzadeh, 2006) of security to provide overall 
better governance. Nevertheless, all scholars agreed on management of people that has evolved 
& developed into different areas of organization & main contemporary practices were their 
major believes that suggested in their Aggregated Maturity Level of empirical studies & stated as 
follow:  
  i) Operational management system in sensitive environment has to rigorous process than less 
complex in another location. 
ii) Operational process have to be strongly evaluated by corporation operational audits through 
proper controlling system. 
 iii.) IT infrastructure have to gather an information via integrated IS & supports activities carried 
out in an organization & other functions & hopefully,  
iv.)  Competent leaders have to support & address those key operational expectations, in general  
Therefore, organization excellences have to be seen in an organization from ICT Policy 
directives point of view. However, there were no defined & documented IS policy in AACRA to 
evaluate it in terms of compliance use theory verification approaches that apply through the 
quantitative research methodology, Beautement et al. (2010) study this phenomenon through the 
qualitative research approach.  Therefore AACRA don't apply those techniques of economic 
management and optimization for modeling employees’ costs (i.e., increased physical and 
cognitive load, embarrassment, missed opportunities, the hassle factor such as pressure) and 
benefits (i.e., avoiding the consequences of a security breach, protection from sanctions) 
associated with IS security procedures.  
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4.3.5. Empirical site Based Result Analysis 
 Table4.3. Closed Ended Interview Questions 
Item Description of Interview questions Scores(1,2,3,4,5) 
1 Does your company have a defined, or standard, ICT administration alignment with company business Process? 
(5%) 
71.4%(No) 
2 Does your company Perform formal ICT administration project? (5%) 85.7%(No) 
3 Is a documented description of the plan or defined or standard process available for HRM process? (5%) 85.7%(No) 
4 Is there a policy or direction or guideline that requires or recommends planning and implemented ICT 
administration process? (5%) 
71.4%(No) 
5 Does your company have the ICT infrastructure & relevant resources needed to implement The ICT administration 
process? (5%) 
85.7%(No) 
6 Is responsibility assigned to a person or a department for implementing the activities of HRM process? (5%) 100%(Yes) 
7 Does your company Plan for acquisition and management of information, finance, physical & human resource at 
project offices and head office level ? (5%) 
71.4%(Yes) 
8 Does your company defined Skill requirement, Roles and Responsibilities for all head office and Project positions? 
(5%) 
57.1%(Yes) 
9 Does your company Monitor, control and review the process for ICT administration to ensure that it complies with 
standards, and procedures in the process description /the plan? (5%) 
85.7%(No) 
10 Does your company collect data and lessons learned from planning and implementing the ICT administration 
process for the purpose of future use in improvement of the process? (5%) 
85.7%(No) 
11 Is ICT administration techniques &/or procedures' is based on the policy? (5%) 83.3%(No) 
12 Does your company ICT directorate aligned with economic management & optimizations for modeling employees 
costs? (5%) 
100%(No) 
13 Does your company ICT directorate aligned with benefits (i.e. avoiding the consequences of a behavioral 
information system security breach, protection from sanctions), which is done in relation to ICT policy? (5%) 
100%(No) 
14 Does your company ICT directorate established a company data base to comply with employees  performance in 
information, finance, human, physical resource management directorates & does these resource planning & 
decision making, organizing, leading & controlling activities were evaluated regularly and feedback provided? 
(5%) 
100%(No) 
15 Does your company ICT directorate applied a contemporary ICT policy regarding a IS, ISS, & behavioral  ISS 
development, test, promote and implement  in defined & practical manner? (5%) 
100%(No) 
16 Is there training need assessment conducted in ICT directorate? (5%) 50%(Yes/No) 
17 If training were conducted by ICT directorate, and does it mean trainings category were (technical/formal/informal) 
that provided to employees? (5%) 
66.7%(Yes) 
18 Is there an appropriate grievance handling? (5%) 100%(No) 
19 Is there an appropriate Occupational Safety and health management?(5%) 100%(No) 
20 Is there an appropriate Camp rule and regulation? (5%) 83.3% (No) 
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4.3.5.1. Detail Evaluation of Results and Gap Identification in empirical site 
Evaluation of the maturity level of the Addis Ababa City Road Authority (AACRA) and its gaps 
identification is done through review of company’s documents as well as an interview of 
different Employees and responsible persons on ICT administration. It is used the above 
questions (see Table 4.3.) to facilitate the interview with respective rating as indicated next to 
each question. As it can be seen, the questions for the interview are developed to assess the five 
cycles of ISS governance in the company. They are also indicative to evaluate and identify the 
gap required filling and improving the maturity of the company. 
 
4.3.5.2. Maturity Indicators 
 
4.3.5.2.1. Alignments of AACRA ICT policy with National ICT policy & company business 
Although the company’s information, finance, physical asset, & human Resource Management 
policy is not aligned with national & company ICT policy as well as don't formulated to build 
productive and motivated human resource that can meet company’s goals and objectives with 
optimum cost & there is policy gap and applicability problems.   
In addition, the ICT administration policy & ISS governance guidelines are not implemented 
fully to be followed. The company’s ICT administration policy itself is based on traditional ICT 
infrastructure & manual Resource Management rather than sticking to established ICT policy. 
Furthermore the existing ICT policy do not aligned with company business including all scarce 
Resource Management policy that has its own limitation to be aligned with national ICT policy 
& company business process reengineering strategic plan. Company’s ICT administration is 
more dominated by emergent user support. Because some of these problems seen in relation to 
ICT policy & ISS governance direction & procedures'. Although there exist written policy 
regarding ICT training & development (training, motivation, monitoring and benefits) and 
associated Promotion, transfer and bonus; it is not fully on practice. 
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4.3.5.2.2. Aggregated Company’s Maturity Level  
Maturity is the extent to which a specific process is explicitly defined, managed, measured, 
controlled, and effective. Maturity implies a potential for growth in capability and indicates both 
the richness of an organization's (Project Management) process and the consistency with which it 
is applied in projects throughout the organization. 
 
4.3.5.2.3. Empirical Results 
 
According to the document review & interview made with respondents that Aggregated Maturity 
Level evaluated in AACRA was scored 26% that approximately classified under level1; & the 
results   were interpreted as follow: 
 
4.3.5.3.4.3.1- Initial:  The ICT policy doesn’t formally departmentized, developed & 
implemented. Hence, the company business doesn’t align with ICT administration directorate. 
However, in disintegrated & unstructured manner that project management system software, 
road maintenance system software, engineering design software process were utilized & 
characterized as ad hoc practices & occasionally even chaotic. In addition, all software process 
were run independently & few processes are defined & success depends on individual effort.  
4.3.5.3.4.3.2- Repeatable:  Basic project management processes were established to track cost, 
schedule, & functionality. In addition, these necessary process disciplines is in place to repeat 
earlier successes on projects with similar applications than continuously improving their success  
 
4.3.5.3.4.3.3- Defined: The software process for both management and engineering activities is 
documented, standardized, and integrated into a standard software process for the organization. 
All projects use an approved, tailored version of the organization's standard software process for 
developing and maintaining software. 
 
4.3.5.3.4.3.4- Managed: Detailed measures of these independent software process & product 
qualities were collected. However, both were quantitatively understood & controlled.  
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4.3.5.3.4.3.5- Optimizing: Continuous process improvement is enabled by quantitative feedback 
from the process and from piloting innovative ideas and technologies. 
 
Therefore, the majority of maturity models have adapted the Capability Maturity Model /CMM/ 
five levels of maturity stage beginning from lower level of maturity, initial (Level 1), to the 
highest level of maturity, continuous improvement(level-5). According to the prepared 
questioner the company scored 26%, which is too low maturity level or below level one (0.984) 
and approximately classified under level 1. Therefore, it needs again to be reimported from 
holistic ICT administration point of view to ensure their unique scenario in relation to 
contingency management approaches.  
 
 
Maturity Level of the Company is 26% 
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Empirical Site Based Obtained Result Maturity level table 4.5. 
Item The company score in  Percentage  Level of maturity  
1 26 % which is < 40% Level 1 
2 40%-60% Level 2 
3  60%-75% Level 3 
4  75%-90% Level 4 
5 90%-100% Level 5 
 
4.3.6. Suggestion on Aligning IT strategy with AACRA Strategy Plan  
IT plays an increasingly significant role and become a key business function for almost 
every organization. Thus information technology has to be positioned to support 
organizational goals and business objectives in alignment to the organization strategic 
plan. There are many reasons why IT must be aligned with business strategy. Some are:  
• Reduce costs  
• Standardize procedures  
• Enhance productivity  
• Improve workflow and communications  
• Gain competitive advantages by exploiting new technologies. 
The accelerating pace of business change on the one hand, and the exploding rate of 
technology innovation on the other, is making it increasingly difficult for IT leaders to 
align business and IT strategies. An inability to solve this problem threatens IT’s 
relevance within the enterprise. Business to information technology alignment, of 
organizations, integrates the information technology to the strategy, mission, and goals of 
the organization. To achieve this alignment in AACRA, the key characteristics are the 
following suggestions: 1. AACRA must view information technology as an instrument to 
transform the business. 2. There must be good communication between  business process 
professionals& IT staff. 3. AACRA's different Department professionals should have 
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good knowledge, understanding and experience on the information technology system 
they are using and user data management. 4. AACRA must create an environment that 
moves towards specific goals for information technology and business process 
employees, to achieve a common goal. 5. IT and business employees should understand 
the objective of AACRA and how the company makes or loses money. They should 
know that there must be a return on that investment.  
 
4.3.6.1. General  suggestion for Improvements in Relation to Gaps & Shortfalls: 
In near future, the following suggestion are given for an improvements of gaps and shortfalls 
identified in Addis Ababa City Road Authority (AACRA) that should be done to fill the gap and 
to grow up maturity level of the authority, in general: 
 
- The company is required to establish a new ICT strategy document that align with the previous 
activities done in AACRA based on description of the plan or defined or standard process 
available for ICT process. 
 
- Company’s ICT policy or ISS governance direction & guideline requires to be aligned with 
company business & forecasted planning & decision making; organizing; leading; & controlling 
informational, financial, physical, & human resource management tasks and need to design & 
implement smart office layouts via ICT administration process. 
 
- Responsibility needs to be properly specified and assigned to a responsible and accountable 
person or a directorate or team for implementing these activities of ICT administration process. 
 
- AACRA need to Plan future training & development demands of the staffs at head office & lots 
level based on changes in technology; economy; globalization; both foreign and local  labor 
market supplies etc for acquisition and management of competent human capitals at both project 
and head office level. 
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- Company need to revise properly its job design approaches to reinsure and appropriately to 
define Skills requirement, Roles and Responsibilities for all head office and Project positions. 
 
- Company need to compare its current practices compatibility with conventionally promoted 
recommendations set to plan & decide, organize, monitor, control & review in integrated manner 
& the process for developing & molding ICT administration in the organization & to ensure its 
softness that protects a computer misuse/ abuse & users complies with ICT policy procedures, 
directions, legislatives and statutory laws as well as standards, and practices in the process 
description /the plan. 
 
- ICT administration directorate including the company also need to consume feedbacks and 
collect current data's as well as learn from his previous mistakes that may arises from planning & 
decision making, organizing, leading, & controlling all scarce resource management as well as 
designing smart office layout and implementing the ICT administration process for the purpose 
of future use in redesign works and an improvement of the processes. 
 
By doing all the above suggestions, the researcher of this independent project  believe that an 
informal aspect of behavioral information systems and security culture development in company 
& instilling good organizational culture in employees mind, as well as molding an organization 
culture would be gradually become a formalized method of mitigating employee's job 
performance. Integrative attempts are required, where findings of research in this area (informal 
level) can be channeled as inputs for research in the other two levels (formal and technical). 
 
 
 
 
 
Importance of Behavioral Information System Security in Construction Company 2016 
 
Project Submitted By: Yohannes Ergete Tadesse; (For Fulfillments of Post Graduate Program in CoTM & civil Eg. )  Page 
69 
             
 
4.3.6.2.Specific Suggestions On Action Items for Improvements of Gaps & Shortfalls: 
• Implement robust and manageable information architecture to modernize AACRA data 
architecture and infrastructure to ensure quality and authoritative information 
management.  
• Implement an Enterprise Resource Planning system that collaborate different business 
process in AACRA  
• Create a well-defined governance process for efficient and effective access to the 
enterprise information.  
• Continually evaluate existing processes to ensure that they result in enhanced 
productivity and efficiency.  
• Explore methods to improve the information technology based on the country's IT 
growth.  
• Work to elevate and foster skills of the IT staff and end users so that AACRA to keep 
pace with rapid technological advances.  
• Continue to implement practical solutions to minimize cabling infrastructure.  
• Implement, maintain and enhance the storage infrastructure.  
• Improve wireless infrastructure including bandwidth and coverage.  
• Develop a roadmap and plan for transition and integration to new technologies.  
• Design and implement robust security and crate an ongoing data security awareness for 
every AACRA data users  
• Create end user environments that encourage safe storage of data.  
• Define computers that access AACR data which should be managed and implement 
automated tools to managed defined devices.  
• Develop service and support procedures, to the satisfaction of the end users and perform 
continuous gap analysis.  
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• Develop continuous internal training opportunities for IT staff and end users for 
excellence service.  
In addition to gaps and shortfalls addressed in above summaries, it is better to restructure, 
integrate, interlink & add ICT administration Director Responsibility for Impact that align ICT 
directorate with all directorates and/or amend the ICT policies and ISS governance direction & 
procedures in relation to national ICT policy, rules, and regulations as well as its existing 
business reengineering process. Hence, by automating that former ICT administration process & 
to develop it and fill the gaps between other directorates & ICT directorate responsibilities of 
Computer System Technician, Data Base Administrator, Data Encoder, Network Administrator, 
office Machine Technician, Software Developer, User Support, & Web Administrator. 
Nevertheless, AACRA have to fully utilized its own unutilized ICT short term plan developed in 
relation to national ICT policy & company business reengineering action plan that states the ICT 
Director Responsibility for impact including responsibilities of those ICT professionals in AACRA 
(Computer System Technician, Data Base Administrator, Data Encoder, Network Administrator, 
office Machine Technician, Software Developer, User Support, & Web Administrator) as 
responsibilities that fully enable them to avoid gradually those short fall. This developed, but 
unimplemented or unutilized ICT administration action plan in AACRA is available in the Web 
site of AACRA that addressed in this independent project references for further consumption. 
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5.0. CONCLUSION; RECOMMENDATION; & REFLECTIONS 
 
5.1. Conclusion 
This paper reviews the current research in information systems security governance obtained 
from a behavioral perspective. The finding of this paper informs research by identifying the 
range of emergent issues and listing various theories being used in behavioral domain of security 
governance research. The paper also highlights the need for better security management 
techniques for “formally managing the informal” aspects of information systems security. A 
theoretical framework appropriate for behavioral information systems security governance is 
suggested. The proposed framework, borrowed from the discipline of sociology, is arguably a 
conceptual fit to study the values and behavior of individuals in a group setting. A Study of 
underlying factors of deviant behavior of individuals is potentially useful for better security 
governance practices. 
Therefore, according to Capability Maturity Model shown in Table 4.1.  (source: McCarthy and 
Campbell, 2001)   the existing ICT policy in AACRA was needed to be clearly elaborated in 
relation to the role and responsibilities of each and every bodies taking part in administrating 
information communication system and implement ICT policy to align with planning & decision 
making; organizing; leading; & controlling those informational, financial, human, & physical 
resource management activities performed to achieve certain objectives of the organization. 
Furthermore, there is a fundamental gap in continuity & consistency of revising, developing, & 
implementing smart office layout in relation to the appropriate ICT policy & behavioral aspects 
of ISS governance directives & procedure development. As stated above the company ICT 
infrastructure management is below level one or (scored 26%). 
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5.2. Contributions of the Independent Project for Future Research 
Contributions to existing security governance literature are theoretical as well as practical. This 
independent project provides a theoretical framework appropriate for information systems 
security governance research. This theory, best to our knowledge, has not been used to a great 
extent in information systems research. Applying a theoretical lens from another discipline to 
investigate security governance issues is a contribution to information systems research. This 
framework needs empirical validation in a security governance context.  
This framework can inform practitioner community about better management of employees by 
assessment of individual value systems in an organizational setting. Further research in this 
direction entails assessment of individual values and ethics of potential employees and predicting 
behavior from these results. Results from such an assessment could be applied to real world as a 
tool to screen job candidates for high profile security positions. The findings emphasize the 
significance of contextual factors such as security culture and individual beliefs for better 
governance output. A comprehensive and stable security governance infrastructure is created 
with a long-term commitment to a proactive, security conscious and efficient work force.  
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5.3. Recommendation 
An analysis of research in information systems security governance from behavioral perspective 
leads us to believe that there is more research in technical aspects of information systems 
security governance than in behavioral aspects. A trend of neglecting behavioral issues in 
research is detrimental to growth of overall integrated security governance solutions because 
behavioral aspects of  information systems security governance are an integral part of a 
successful long term information {23} systems security governance program. There is more 
emphasis, on securing the technical challenges for governance purposes, in practice as well. 
Information systems security governance should have adequate emphasis at informal level of 
security management and concentrate on people. There is an apparent gap in research and 
practice regarding research efforts for behavioral information systems security governance. To 
address this gap, a theoretical framework from the field of sociology, is proposed, as a 
conceptual foundation to investigate problems in behavioral information systems security 
governance. 
Therefore, security training users about importance of security and controls increase the 
awareness of users and breaches due to ignorance can be prevented . In addition, employee 
awareness of security issues prevents security attacks proactively . Security training has been 
consistently mentioned by many researchers as a prerequisite to implement security governance 
program. Training helps in better utilization of overall security measures used in an organization. 
Security training helps in better internal control management, implementation and 
communications of policies, creation of encompassing security awareness in the organization and 
provides value to security governance efforts in the long term. 
In addition, behavioral aspects of Information System and ICT administration are interlinked 
activities in company business development that related with behavioral domain faces challenges 
and any furthering of knowledge in this domain needs to address these problems. Specially, some 
further steps in this direction could be added to the body of knowledge in the domain that are 
identified in this section. However, these suggestions are not only for the researcher that done in 
this area, but act as a tool for practioners in the construction industry, in general.  
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Therefore, based on the research done in these areas that could be used to establish where, an 
importance of behavioral aspects of information system security in developing and molding 
organization these prescriptions in construction company could be empirically validate  as 
follow: 
 
 Fill the gap: There is clearly a gap in literature and practices identified in the real case 
study conducted in the case of Addis Ababa City Road Authority (AACRA) as 
Construction Company that shortfalls could be categorized in terms of not giving 
adequate attention to the softer side of behavioral information systems security and ICT 
infrastructure development. Informally, behavioral aspects of systems security are hard 
to conceptualize and implement, but very important nonetheless. Implementing stronger 
normative controls in organizations could be a step towards the management of human/ 
behavioral aspects of security.  
 
  Promote security culture: Evidences in literature clearly suggest that healthy security 
culture in an organization promotes better management of the informal aspects of 
security. An awareness of security practices has to be injected or drilled into the minds 
of employees through training and education programs. There should be an incentive 
structure in organizations that rewards people with higher security awareness and 
practices. 
 
  Create better risk perception: Through organizational culture and training programs, 
employees will be better able to assess the risks involved in allowing or creating 
security breaches. The management has to communicate clearly the severity of these 
threats to the organization. These practices could considerably reduce intentional and 
unintentional attacks on the system.  
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  Ensure better security compliance: Effective communication of management goals 
and objectives of a security program, with deterrent activities and a clear reward 
structure would ensure that there is a better compliance of formal controls. However 
good formal or technical controls are, unless the message of creating these controls is 
clearly communicated and adversities associated with failure to meet these objectives 
explained, it is highly probable that the seriousness of these attempts will not be clearly 
absorbed by employees. 
 
  Accommodate employee's values and beliefs in policy formulation: Any policy or 
directive that does not align with the personal value system and beliefs of employees is 
likely to fail. If there is a 'disconnect' between personal and organizational goals 
regarding security, there are more chances of security threats. Thus policy formulation, 
governance restructuring, contingency management and change management initiatives 
should accommodate the values and principle of employees. This empowers the 
employees and helps them adhere to these rules better, as a sense of participation is 
developed.  
 
  Better Information security governance practices: Information security governance 
as a management focus is gaining widespread acceptance. The governance structure 
and practices has to play an important role in managing the informal aspects of security. 
A sense of accountability and responsibility in the structure can make the employees 
more answerable for their behavior. Trust and ethicality as a virtue of security 
governance needs to be emphasized.  
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  Assess individual traits and motivations for ISS consistency: More research is 
required in the area of ISS consistency, especially regarding security. Efforts in the 
form of screening employee's motivations and ethical stand in the ICT administration 
process could help in creating a secure informational, financial, physical assets & 
human resources management. The researcher of this independent project feel 
conceptually it makes more sense to screen scarce resources while admitting them into 
organizations to ensure better security behavior, rather than training them in ethical and 
related issues after ICT administration. Even though there are no clear evidences that 
this could lead to better security behaviors, conceptually they are found to highly 
correlated. 
 
Therefore, as statements of a summaries'; conclusion; and a recommendation the company called 
Addis Ababa City Road Authority (AACRA) has to prepare deterrence of ICT risks & disasters' 
in relation to ISS & ICT administration based on  intrinsic control  theory in relation to 
Protection Method Theory (PMT)  clear and net policy like that of this independent project has 
also developed and  has to pay attention and focus on an importance of behavioral aspects of 
information system security in developing and molding organization as well as making the 
practical policy. 
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5.4. Reflection  
By and large, the undertaking of this independent project was a big challenge which entailed 
mastering the “plan-do-check-action” cycle which was a big lesson to the researcher. The 
researcher feels to have acquired the skill of accomplishing a project within so many constraints 
and under pressure. As full time workers with many responsibilities, having daily endured a very 
hectic traffic back and forth, this was not a simple project to work on. This accomplishment is 
the result of strict time management where at times less important personal and social activities 
were ruthlessly cut. This would be an interesting managerial capability that would help to focus 
on very important goals.  
Finally, one thing which caught the researcher with surprise is the fact that there is a huge 
vacuum in existing literature when it comes to topic for the construction industry. The World 
Wide Web, which is very rich in ICT administration for the manufacturing, was surprisingly 
stark when it comes to construction. The researcher had a hard time getting a working construct 
which can be applied to the construction firms. Even the use of the literature review did not seem 
to the point for the research in question. Developing own construct as well did not seem logical 
to the researcher and at the same time, lack of chance to consult research supervisor also added 
to the stress of the current researcher, as I myself was running out of time. 
In spite of this, the researcher proves that the quasi positivist approach of standing apart from 
what is measured resulted with objective findings of the social phenomena at the empirical site. 
The researcher is now confident that such a project could be improved in light of the experience 
gained. Among others, the part of the research that could be improved upon would be the way 
the researcher understood the methodology. Sufficient literature should have been collected on 
statistical analysis and a prior reading of the methodologies in sufficient depth is mandatory 
before deciding the methodology to use. 
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Annex-I 
3 INFORMATION TECHNOLOGY SHORT TERM PLAN IN AACRA  
3.1 Vision  
The vision of AACRA ICT Team Vision is: "To deliver reliable and innovative IT Services and solutions needed 
to fulfill the AACRA 's mission on time within the budget." by 2023” 
3.2 Mission  
The mission of AACRA is “By using competent professionals and modern technologies, AACRA engages on:  
• Construction and maintenance of roads and bridges;  
• Production and sales of construction materials; and  
• Rental and maintenance of construction equipment in local and foreign countries to support the economic 
and social development of the nation.”  
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Annex II. Closed Ended Interview Question  
Item Interview Questions on ICT Policy 
Process/Practice Evaluation & Gap 
Identification. 
 
 Thick Yes to 
Score  
 
 
 Thick No to 
Score 
5%      5% 
1 Does your company have a defined IT 
administration policy or standard of  
process? (5%) 
   
2 Does your company perform formal 
Information System Security governance 
functions? (5%) 
   
3 Is there a documented description of the 
plan/ defined/standard process available 
for IT administration process? (5%) 
   
4 Is there a policy/direction/guideline that 
requires/recommends planning & 
implementing Information System Security 
governance process? (5%) 
   
5 Does your company have the allocated 
resources that needed to invest & 
implement the Information System Security 
governance process? (5%) 
   
6 Is responsibility assigned to a person/ 
team/department for implementing 
activities of IT administration process? (5%) 
   
7 Does your company plan for acquisition & 
ICT administration at head office & Lot-
District /project office levels/? (5%)  
   
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8 Does your company defined skill 
requirement, role & responsibilities for all 
project office & head office positions? (5%) 
   
9 Does your company monitor, control & 
review the process for IS department to 
ensure that it complies with standards & 
procedures in the process description or 
the plan? (5%) 
   
10 Does your company collect data & lessons 
learned from planning & implementing the 
IT adminstration process for the purpose of 
future use in process improvement? (5%) 
   
11 Does your company IS policy apply 
techniques is associated with IS security 
procedures? (5%) 
   
12 Does your company IS policy apply 
techniques is associated with an economic 
management and optimization for 
modeling employees’ costs? (5%) 
   
13 Does your company IS security procedures 
associated with benefits (i.e., avoiding the 
consequences of a security breach, protection 
from sanctions)  is done based on policy? (5%) 
   
14 Does your company data base compile with 
employees performance evaluated 
regularly & feedback provided? (5%) 
   
15 Does your company policy regarding IS 
policy compliance  present a theoretical 
approach for explaining organizations’ 
business & IT policys’ as compliance with  
practical IS security procedures? (5%) 
   
16 Is there a training need assessment is    
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conducted in ICT department? (5%) 
17 Is training formally/informally provided to 
employees?(5%) 
   
18 Does your company IS policy apply one of 
appropriate category of IS security 
procedures consists of employees’ 
conceptions regarding general requirements 
for the company’s IS security procedures 
related with their work? (5%)   
   
19 Particularly does  your ICT department IT 
policy dedicated on,  employees need to be 
aware of an organization’s IS security 
practices (guidelines for prevention, 
guidelines for recovery, IS security 
procedures, rules, and instructions)? 
 (5%) 
   
20 Is there appropriate Information System 
Security Governance  rule & regulation? 
(5%) 
   
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I. Closed Ended Interview Question  
Item Interview Questions on ICT Policy 
Process/Practice Evaluation & Gap 
Identification. 
 
 Thick Yes to 
Score  
 
 
 Thick No to 
Score 
5%      5% 
1 Does your company have a defined IT 
administration policy or standard of  
process? (5%) 
   
2 Does your company perform formal 
Information System Security governance 
functions? (5%) 
   
3 Is there a documented description of the 
plan/ defined/standard process available 
for IT administration process? (5%) 
   
4 Is there a policy/direction/guideline that 
requires/recommends planning & 
implementing Information System Security 
governance process? (5%) 
   
5 Does your company have the allocated 
resources that needed to invest & 
implement the Information System Security 
governance process? (5%) 
   
6 Is responsibility assigned to a person/ 
team/department for implementing 
activities of IT administration process? (5%) 
   
7 Does your company plan for acquisition & 
ICT administration at head office & Lot-
District /project office levels/? (5%)  
   
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8 Does your company defined skill 
requirement, role & responsibilities for all 
project office & head office positions? (5%) 
   
9 Does your company monitor, control & 
review the process for IS department to 
ensure that it complies with standards & 
procedures in the process description or 
the plan? (5%) 
   
10 Does your company collect data & lessons 
learned from planning & implementing the 
IT administration process for the purpose 
of future use in process improvement? 
(5%) 
   
11 Does your company IS policy apply 
techniques is associated with IS security 
procedures? (5%) 
   
12 Does your company IS policy apply 
techniques is associated with an economic 
management and optimization for 
modeling employees’ costs? (5%) 
   
13 Does your company IS security procedures 
associated with benefits (i.e., avoiding the 
consequences of a security breach, protection 
from sanctions)  is done based on policy? (5%) 
   
14 Does your company data base compile with 
employees performance evaluated 
regularly & feedback provided? (5%) 
   
15 Does your company policy regarding IS 
policy compliance  present a theoretical 
approach for explaining organizations’ 
business & IT policys’ as compliance with  
practical IS security procedures? (5%) 
   
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16 Is there a training need assessment is 
conducted in ICT department? (5%) 
   
17 Is training formally/informally provided to 
employees?(5%) 
   
18 Does your company IS policy apply one of 
appropriate category of IS security 
procedures consists of employees’ 
conceptions regarding general requirements 
for the company’s IS security procedures 
related with their work? (5%)   
   
19 Particularly does  your ICT department IT 
policy dedicated on,  employees need to be 
aware of an organization’s IS security 
practices (guidelines for prevention, 
guidelines for recovery, IS security 
procedures, rules, and instructions)? 
 (5%) 
   
20 Is there appropriate Information System 
Security Governance  rule & regulation? 
(5%) 
   
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I. Closed Ended Interview Question  
Item Interview Questions on ICT Policy 
Process/Practice Evaluation & Gap 
Identification. 
 
 Thick Yes to 
Score  
 
 
 Thick No to 
Score 
5%      5% 
1 Does your company have a defined IT 
administration policy or standard of  
process? (5%) 
   
2 Does your company perform formal 
Information System Security governance 
functions? (5%) 
   
3 Is there a documented description of the 
plan/ defined/standard process available 
for IT administration process? (5%) 
   
4 Is there a policy/direction/guideline that 
requires/recommends planning & 
implementing Information System Security 
governance process? (5%) 
   
5 Does your company have the allocated 
resources that needed to invest & 
implement the Information System Security 
governance process? (5%) 
   
6 Is responsibility assigned to a person/ 
team/department for implementing 
activities of IT administration process? (5%) 
   
7 Does your company plan for acquisition & 
ICT administration at head office & Lot-
District /project office levels/? (5%)  
   
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8 Does your company defined skill 
requirement, role & responsibilities for all 
project office & head office positions? (5%) 
   
9 Does your company monitor, control & 
review the process for IS department to 
ensure that it complies with standards & 
procedures in the process description or 
the plan? (5%) 
   
10 Does your company collect data & lessons 
learned from planning & implementing the 
IT administration process for the purpose 
of future use in process improvement? 
(5%) 
   
11 Does your company IS policy apply 
techniques is associated with IS security 
procedures? (5%) 
   
12 Does your company IS policy apply 
techniques is associated with an economic 
management and optimization for 
modeling employees’ costs? (5%) 
   
13 Does your company IS security procedures 
associated with benefits (i.e., avoiding the 
consequences of a security breach, protection 
from sanctions)  is done based on policy? (5%) 
   
14 Does your company data base compile with 
employees performance evaluated 
regularly & feedback provided? (5%) 
   
15 Does your company policy regarding IS 
policy compliance  present a theoretical 
approach for explaining organizations’ 
business & IT policys’ as compliance with  
practical IS security procedures? (5%) 
   
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16 Is there a training need assessment is 
conducted in ICT department? (5%) 
   
17 Is training formally/informally provided to 
employees?(5%) 
   
18 Does your company IS policy apply one of 
appropriate category of IS security 
procedures consists of employees’ 
conceptions regarding general requirements 
for the company’s IS security procedures 
related with their work? (5%)   
   
19 Particularly does  your ICT department IT 
policy dedicated on,  employees need to be 
aware of an organization’s IS security 
practices (guidelines for prevention, 
guidelines for recovery, IS security 
procedures, rules, and instructions)? 
 (5%) 
   
20 Is there appropriate Information System 
Security Governance  rule & regulation? 
(5%) 
   
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I. Closed Ended Interview Question  
Item Interview Questions on ICT Policy 
Process/Practice Evaluation & Gap 
Identification. 
 
 Thick Yes to 
Score  
 
 
 Thick No to 
Score 
5%      5% 
1 Does your company have a defined IT 
administration policy or standard of  
process? (5%) 
   
2 Does your company perform formal 
Information System Security governance 
functions? (5%) 
   
3 Is there a documented description of the 
plan/ defined/standard process available 
for IT administration process? (5%) 
   
4 Is there a policy/direction/guideline that 
requires/recommends planning & 
implementing Information System Security 
governance process? (5%) 
   
5 Does your company have the allocated 
resources that needed to invest & 
implement the Information System Security 
governance process? (5%) 
   
6 Is responsibility assigned to a person/ 
team/department for implementing 
activities of IT administration process? (5%) 
   
7 Does your company plan for acquisition & 
ICT administration at head office & Lot-
District /project office levels/? (5%)  
   
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8 Does your company defined skill 
requirement, role & responsibilities for all 
project office & head office positions? (5%) 
   
9 Does your company monitor, control & 
review the process for IS department to 
ensure that it complies with standards & 
procedures in the process description or 
the plan? (5%) 
   
10 Does your company collect data & lessons 
learned from planning & implementing the 
IT administration process for the purpose 
of future use in process improvement? 
(5%) 
   
11 Does your company IS policy apply 
techniques is associated with IS security 
procedures? (5%) 
   
12 Does your company IS policy apply 
techniques is associated with an economic 
management and optimization for 
modeling employees’ costs? (5%) 
   
13 Does your company IS security procedures 
associated with benefits (i.e., avoiding the 
consequences of a security breach, protection 
from sanctions)  is done based on policy? (5%) 
   
14 Does your company data base compile with 
employees performance evaluated 
regularly & feedback provided? (5%) 
   
15 Does your company policy regarding IS 
policy compliance  present a theoretical 
approach for explaining organizations’ 
business & IT policys’ as compliance with  
practical IS security procedures? (5%) 
   
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16 Is there a training need assessment is 
conducted in ICT department? (5%) 
   
17 Is training formally/informally provided to 
employees?(5%) 
   
18 Does your company IS policy apply one of 
appropriate category of IS security 
procedures consists of employees’ 
conceptions regarding general requirements 
for the company’s IS security procedures 
related with their work? (5%)   
   
19 Particularly does  your ICT department IT 
policy dedicated on,  employees need to be 
aware of an organization’s IS security 
practices (guidelines for prevention, 
guidelines for recovery, IS security 
procedures, rules, and instructions)? 
 (5%) 
   
20 Is there appropriate Information System 
Security Governance  rule & regulation? 
(5%) 
   
 
 
 
 
 
 
 
 
 
 
Importance of Behavioral Information System Security in Construction Company 2016 
 
Project Submitted By: Yohannes Ergete Tadesse; (For Fulfillments of Post Graduate Program in CoTM & civil Eg. )  Page 
95 
             
 
I. Closed Ended Interview Question  
Item Interview Questions on ICT Policy 
Process/Practice Evaluation & Gap 
Identification. 
 
 Thick Yes to 
Score  
 
 
 Thick No to 
Score 
5%      5% 
1 Does your company have a defined IT 
administration policy or standard of  
process? (5%) 
   
2 Does your company perform formal 
Information System Security governance 
functions? (5%) 
   
3 Is there a documented description of the 
plan/ defined/standard process available 
for IT administration process? (5%) 
   
4 Is there a policy/direction/guideline that 
requires/recommends planning & 
implementing Information System Security 
governance process? (5%) 
   
5 Does your company have the allocated 
resources that needed to invest & 
implement the Information System Security 
governance process? (5%) 
   
6 Is responsibility assigned to a person/ 
team/department for implementing 
activities of IT administration process? (5%) 
   
7 Does your company plan for acquisition & 
ICT administration at head office & Lot-
District /project office levels/? (5%)  
   
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8 Does your company defined skill 
requirement, role & responsibilities for all 
project office & head office positions? (5%) 
   
9 Does your company monitor, control & 
review the process for IS department to 
ensure that it complies with standards & 
procedures in the process description or 
the plan? (5%) 
   
10 Does your company collect data & lessons 
learned from planning & implementing the 
IT administration process for the purpose 
of future use in process improvement? 
(5%) 
   
11 Does your company IS policy apply 
techniques is associated with IS security 
procedures? (5%) 
   
12 Does your company IS policy apply 
techniques is associated with an economic 
management and optimization for 
modeling employees’ costs? (5%) 
   
13 Does your company IS security procedures 
associated with benefits (i.e., avoiding the 
consequences of a security breach, protection 
from sanctions)  is done based on policy? (5%) 
   
14 Does your company data base compile with 
employees performance evaluated 
regularly & feedback provided? (5%) 
   
15 Does your company policy regarding IS 
policy compliance  present a theoretical 
approach for explaining organizations’ 
business & IT policys’ as compliance with  
practical IS security procedures? (5%) 
   
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16 Is there a training need assessment is 
conducted in ICT department? (5%) 
   
17 Is training formally/informally provided to 
employees?(5%) 
   
18 Does your company IS policy apply one of 
appropriate category of IS security 
procedures consists of employees’ 
conceptions regarding general requirements 
for the company’s IS security procedures 
related with their work? (5%)   
   
19 Particularly does  your ICT department IT 
policy dedicated on,  employees need to be 
aware of an organization’s IS security 
practices (guidelines for prevention, 
guidelines for recovery, IS security 
procedures, rules, and instructions)? 
 (5%) 
   
20 Is there appropriate Information System 
Security Governance  rule & regulation? 
(5%) 
   
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I. Closed Ended Interview Question  
Item Interview Questions on ICT Policy 
Process/Practice Evaluation & Gap 
Identification. 
 
 Thick Yes to 
Score  
 
 
 Thick No to 
Score 
5%      5% 
1 Does your company have a defined IT 
administration policy or standard of  
process? (5%) 
   
2 Does your company perform formal 
Information System Security governance 
functions? (5%) 
   
3 Is there a documented description of the 
plan/ defined/standard process available 
for IT administration process? (5%) 
   
4 Is there a policy/direction/guideline that 
requires/recommends planning & 
implementing Information System Security 
governance process? (5%) 
   
5 Does your company have the allocated 
resources that needed to invest & 
implement the Information System Security 
governance process? (5%) 
   
6 Is responsibility assigned to a person/ 
team/department for implementing 
activities of IT administration process? (5%) 
   
7 Does your company plan for acquisition & 
ICT administration at head office & Lot-
District /project office levels/? (5%)  
- - 
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8 Does your company defined skill 
requirement, role & responsibilities for all 
project office & head office positions? (5%) 
- - 
9 Does your company monitor, control & 
review the process for IS department to 
ensure that it complies with standards & 
procedures in the process description or 
the plan? (5%) 
   
10 Does your company collect data & lessons 
learned from planning & implementing the 
IT administration process for the purpose 
of future use in process improvement? 
(5%) 
   
11 Does your company IS policy apply 
techniques is associated with IS security 
procedures? (5%) 
- - 
12 Does your company IS policy apply 
techniques is associated with an economic 
management and optimization for 
modeling employees’ costs? (5%) 
- - 
13 Does your company IS security procedures 
associated with benefits (i.e., avoiding the 
consequences of a security breach, protection 
from sanctions)  is done based on policy? (5%) 
- - 
14 Does your company data base compile with 
employees performance evaluated 
regularly & feedback provided? (5%) 
- - 
15 Does your company policy regarding IS 
policy compliance  present a theoretical 
approach for explaining organizations’ 
business & IT policys’ as compliance with  
practical IS security procedures? (5%) 
- - 
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16 Is there a training need assessment is 
conducted in ICT department? (5%) 
- - 
17 Is training formally/informally provided to 
employees?(5%) 
- - 
18 Does your company IS policy apply one of 
appropriate category of IS security 
procedures consists of employees’ 
conceptions regarding general requirements 
for the company’s IS security procedures 
related with their work? (5%)   
- - 
19 Particularly does  your ICT department IT 
policy dedicated on,  employees need to be 
aware of an organization’s IS security 
practices (guidelines for prevention, 
guidelines for recovery, IS security 
procedures, rules, and instructions)? 
 (5%) 
- - 
20 Is there appropriate Information System 
Security Governance  rule & regulation? 
(5%) 
- - 
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I. Closed Ended Interview Question  
Item Interview Questions on ICT Policy 
Process/Practice Evaluation & Gap 
Identification. 
 
 Thick Yes to 
Score  
 
 
 Thick No to 
Score 
5%      5% 
1 Does your company have a defined IT 
administration policy or standard of  
process? (5%) 
   
2 Does your company perform formal 
Information System Security governance 
functions? (5%) 
   
3 Is there a documented description of the 
plan/ defined/standard process available 
for IT administration process? (5%) 
   
4 Is there a policy/direction/guideline that 
requires/recommends planning & 
implementing Information System Security 
governance process? (5%) 
   
5 Does your company have the allocated 
resources that needed to invest & 
implement the Information System Security 
governance process? (5%) 
   
6 Is responsibility assigned to a person/ 
team/department for implementing 
activities of IT administration process? (5%) 
   
7 Does your company plan for acquisition & 
ICT administration at head office & Lot-
District /project office levels/? (5%)  
   
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8 Does your company defined skill 
requirement, role & responsibilities for all 
project office & head office positions? (5%) 
   
9 Does your company monitor, control & 
review the process for IS department to 
ensure that it complies with standards & 
procedures in the process description or 
the plan? (5%) 
   
10 Does your company collect data & lessons 
learned from planning & implementing the 
IT administration process for the purpose 
of future use in process improvement? 
(5%) 
   
11 Does your company IS policy apply 
techniques is associated with IS security 
procedures? (5%) 
   
12 Does your company IS policy apply 
techniques is associated with an economic 
management and optimization for 
modeling employees’ costs? (5%) 
   
13 Does your company IS security procedures 
associated with benefits (i.e., avoiding the 
consequences of a security breach, protection 
from sanctions)  is done based on policy? (5%) 
   
14 Does your company data base compile with 
employees performance evaluated 
regularly & feedback provided? (5%) 
   
15 Does your company policy regarding IS 
policy compliance  present a theoretical 
approach for explaining organizations’ 
business & IT policys’ as compliance with  
practical IS security procedures? (5%) 
   
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16 Is there a training need assessment is 
conducted in ICT department? (5%) 
   
17 Is training formally/informally provided to 
employees?(5%) 
   
18 Does your company IS policy apply one of 
appropriate category of IS security 
procedures consists of employees’ 
conceptions regarding general requirements 
for the company’s IS security procedures 
related with their work? (5%)   
   
19 Particularly does  your ICT department IT 
policy dedicated on,  employees need to be 
aware of an organization’s IS security 
practices (guidelines for prevention, 
guidelines for recovery, IS security 
procedures, rules, and instructions)? 
 (5%) 
   
20 Is there appropriate Information System 
Security Governance  rule & regulation? 
(5%) 
   
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I. Closed Ended Interview Question  
Item Interview Questions on ICT Policy 
Process/Practice Evaluation & Gap 
Identification. 
 
 Thick Yes to 
Score  
 
 
 Thick No to 
Score 
5%      5% 
1 Does your company have a defined IT 
administration policy or standard of  
process? (5%) 
   
2 Does your company perform formal 
Information System Security governance 
functions? (5%) 
   
3 Is there a documented description of the 
plan/ defined/standard process available 
for IT administration process? (5%) 
   
4 Is there a policy/direction/guideline that 
requires/recommends planning & 
implementing Information System Security 
governance process? (5%) 
   
5 Does your company have the allocated 
resources that needed to invest & 
implement the Information System Security 
governance process? (5%) 
   
6 Is responsibility assigned to a person/ 
team/department for implementing 
activities of IT administration process? (5%) 
   
7 Does your company plan for acquisition & 
ICT administration at head office & Lot-
District /project office levels/? (5%)  
   
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8 Does your company defined skill 
requirement, role & responsibilities for all 
project office & head office positions? (5%) 
   
9 Does your company monitor, control & 
review the process for IS department to 
ensure that it complies with standards & 
procedures in the process description or 
the plan? (5%) 
   
10 Does your company collect data & lessons 
learned from planning & implementing the 
IT administration process for the purpose 
of future use in process improvement? 
(5%) 
   
11 Does your company IS policy apply 
techniques is associated with IS security 
procedures? (5%) 
   
12 Does your company IS policy apply 
techniques is associated with an economic 
management and optimization for 
modeling employees’ costs? (5%) 
   
13 Does your company IS security procedures 
associated with benefits (i.e., avoiding the 
consequences of a security breach, protection 
from sanctions)  is done based on policy? (5%) 
   
14 Does your company data base compile with 
employees performance evaluated 
regularly & feedback provided? (5%) 
   
15 Does your company policy regarding IS 
policy compliance  present a theoretical 
approach for explaining organizations’ 
business & IT policys’ as compliance with  
practical IS security procedures? (5%) 
   
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16 Is there a training need assessment is 
conducted in ICT department? (5%) 
   
17 Is training formally/informally provided to 
employees?(5%) 
   
18 Does your company IS policy apply one of 
appropriate category of IS security 
procedures consists of employees’ 
conceptions regarding general requirements 
for the company’s IS security procedures 
related with their work? (5%)   
   
19 Particularly does  your ICT department IT 
policy dedicated on,  employees need to be 
aware of an organization’s IS security 
practices (guidelines for prevention, 
guidelines for recovery, IS security 
procedures, rules, and instructions)? 
 (5%) 
   
20 Is there appropriate Information System 
Security Governance  rule & regulation? 
(5%) 
   
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I. Closed Ended Interview Question  
Item Interview Questions on ICT Policy 
Process/Practice Evaluation & Gap 
Identification. 
 
 Thick Yes to 
Score  
 
 
 Thick No to 
Score 
5%      5% 
1 Does your company have a defined IT 
administration policy or standard of  
process? (5%) 
   
2 Does your company perform formal 
Information System Security governance 
functions? (5%) 
   
3 Is there a documented description of the 
plan/ defined/standard process available 
for IT administration process? (5%) 
   
4 Is there a policy/direction/guideline that 
requires/recommends planning & 
implementing Information System Security 
governance process? (5%) 
   
5 Does your company have the allocated 
resources that needed to invest & 
implement the Information System Security 
governance process? (5%) 
   
6 Is responsibility assigned to a person/ 
team/department for implementing 
activities of IT administration process? (5%) 
   
7 Does your company plan for acquisition & 
ICT administration at head office & Lot-
District /project office levels/? (5%)  
   
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8 Does your company defined skill 
requirement, role & responsibilities for all 
project office & head office positions? (5%) 
   
9 Does your company monitor, control & 
review the process for IS department to 
ensure that it complies with standards & 
procedures in the process description or 
the plan? (5%) 
   
10 Does your company collect data & lessons 
learned from planning & implementing the 
IT administration process for the purpose 
of future use in process improvement? 
(5%) 
   
11 Does your company IS policy apply 
techniques is associated with IS security 
procedures? (5%) 
   
12 Does your company IS policy apply 
techniques is associated with an economic 
management and optimization for 
modeling employees’ costs? (5%) 
   
13 Does your company IS security procedures 
associated with benefits (i.e., avoiding the 
consequences of a security breach, protection 
from sanctions)  is done based on policy? (5%) 
   
14 Does your company data base compile with 
employees performance evaluated 
regularly & feedback provided? (5%) 
   
15 Does your company policy regarding IS 
policy compliance  present a theoretical 
approach for explaining organizations’ 
business & IT policys’ as compliance with  
practical IS security procedures? (5%) 
   
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16 Is there a training need assessment is 
conducted in ICT department? (5%) 
   
17 Is training formally/informally provided to 
employees?(5%) 
   
18 Does your company IS policy apply one of 
appropriate category of IS security 
procedures consists of employees’ 
conceptions regarding general requirements 
for the company’s IS security procedures 
related with their work? (5%)   
   
19 Particularly does  your ICT department IT 
policy dedicated on,  employees need to be 
aware of an organization’s IS security 
practices (guidelines for prevention, 
guidelines for recovery, IS security 
procedures, rules, and instructions)? 
 (5%) 
   
20 Is there appropriate Information System 
Security Governance  rule & regulation? 
(5%) 
   
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I. Closed Ended Interview Question  
Item Interview Questions on ICT Policy 
Process/Practice Evaluation & Gap 
Identification. 
 
 Thick Yes to 
Score  
 
 
 Thick No to 
Score 
5%      5% 
1 Does your company have a defined IT 
administration policy or standard of  
process? (5%) 
   
2 Does your company perform formal 
Information System Security governance 
functions? (5%) 
   
3 Is there a documented description of the 
plan/ defined/standard process available 
for IT administration process? (5%) 
   
4 Is there a policy/direction/guideline that 
requires/recommends planning & 
implementing Information System Security 
governance process? (5%) 
   
5 Does your company have the allocated 
resources that needed to invest & 
implement the Information System Security 
governance process? (5%) 
   
6 Is responsibility assigned to a person/ 
team/department for implementing 
activities of IT administration process? (5%) 
   
7 Does your company plan for acquisition & 
ICT administration at head office & Lot-
District /project office levels/? (5%)  
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8 Does your company defined skill 
requirement, role & responsibilities for all 
project office & head office positions? (5%) 
  
9 Does your company monitor, control & 
review the process for IS department to 
ensure that it complies with standards & 
procedures in the process description or 
the plan? (5%) 
   
10 Does your company collect data & lessons 
learned from planning & implementing the 
IT administration process for the purpose 
of future use in process improvement? 
(5%) 
   
11 Does your company IS policy apply 
techniques is associated with IS security 
procedures? (5%) 
  
12 Does your company IS policy apply 
techniques is associated with an economic 
management and optimization for 
modeling employees’ costs? (5%) 
  
13 Does your company IS security procedures 
associated with benefits (i.e., avoiding the 
consequences of a security breach, protection 
from sanctions)  is done based on policy? (5%) 
  
14 Does your company data base compile with 
employees performance evaluated 
regularly & feedback provided? (5%) 
  
15 Does your company policy regarding IS 
policy compliance  present a theoretical 
approach for explaining organizations’ 
business & IT policys’ as compliance with  
practical IS security procedures? (5%) 
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16 Is there a training need assessment is 
conducted in ICT department? (5%) 
  
17 Is training formally/informally provided to 
employees?(5%) 
  
18 Does your company IS policy apply one of 
appropriate category of IS security 
procedures consists of employees’ 
conceptions regarding general requirements 
for the company’s IS security procedures 
related with their work? (5%)   
  
19 Particularly does  your ICT department IT 
policy dedicated on,  employees need to be 
aware of an organization’s IS security 
practices (guidelines for prevention, 
guidelines for recovery, IS security 
procedures, rules, and instructions)? 
 (5%) 
  
20 Is there appropriate Information System 
Security Governance  rule & regulation? 
(5%) 
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Annex-III: Open Ended Interview: Semi-Structured Qualitative Interviews 
1. Do you believe that AACRA IS policy apply techniques of economic management and 
optimization for modeling employees’ costs (i.e., increased physical and cognitive load, 
embarrassment, missed opportunities, the hassle factor such as pressure) and benefits (i.e., 
avoiding the consequences of a security breach, protection from sanctions) associated with IS 
security procedures? 
2. Do you believe that AACRA IS policy compliance  present a theoretical approach for 
explaining organizations’ business & IT policys’ compliance with  IS security procedures 
generally without any connection with specific IS security procedures that based on these IS 
policy compliance issues use theory verification approaches?  
3. What are Procedures and Directives contained in AACRA ICT   administration policy?   
4. Do you believe that Procedures and Directives in AACRA ICT administration policy includes 
one category of IS security procedures consists of employees’ conceptions regarding general 
requirements for the company’s IS security procedures related with their work? 
 
5. Particularly do you believe in AACRA IT policy that, employees need to be aware of an 
organization’s IS security practices (guidelines for prevention, guidelines for recovery, IS 
security procedures, rules, and instructions)? 
 
6. What kind of training would these employees like to receive?  
 
7. How your ICT department does really enhance information system security dimensions in 
AACRA? 
 
8. How AACRA ICT department can do/ how to prevent threats of information system security? 
 
9. How AACRA ICT department secure use of the Internet, writing down passwords, password 
selection, and locking one’s computer violation types? 
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10.  How the above possible connections to different violation types are presented  in terms of 
rational IS security dimensions, IS security-detached dimensions, and unconscious IS security 
dimensions categories, in the case of AACRA ICT department? 
 
11. How the company’s culture, on the employees’ IS security behavior is realized through 
organizational dimensions in the sense of communications , rational IS security dimensions in 
the sense of balancing threats and the value of information  as well as  IS security-detached 
dimensions in the sense of authority and social conformity?  
 
12. How a company’s culture is formed by the country’s cultural mentality? 
 
13.  How do you explain both individual personality quality & previews experience compliant 
and non-compliant IS security behavior (+/-) through a certain number of other categories?  
 
14.  How do you explain personality qualities in AACRA (carefulness/carelessness, laziness, 
curiosity, self-discipline) and employees’ previous experiences (experienced IS security 
accidents, work experience, and activity on IS security issues), however Individual dimensions 
were not related with certain violation types Individual dimensions?  
 
15. How do you explain your company's organizational dimensions such as Communications and 
extrinsic control that have an influence on employees & "Work Ethics" in AACRA’s? 
 
 
 
 
 
 
